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ABSTRACT
Aim/Purpose The purpose of this paper is to mitigate cybersecurity risks that are prevalent
in legacy healthcare systems from the perspective of policy, technology, and
behavior of critical infrastructure that are involved.
Background Many healthcare organizations are still depending on outdated legacy IT sys-

tems for their day-to-day operations. These legacy I'T systems are vulnerable
to attacks from external sources. Inability and unwillingness to upgrade infra-
structures have left the safety of patients and practitioners to ransomware at-
tacks. So, there is an urgent need to expediate actions in fixing these identifia-
ble lapses in the legacy healthcare systems.
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This work uses open-ended questions with in-depth focus group interviews
while observing the participants to gain insights into the causes and effects of
the subject matter which is the healthcare system failure. Then, a 5-Dimension
risk framework is developed to analyze risks that are associated with legacy
healthcare systems, cyberattacks reports, capacity of the concerned healthcare
organization to respond to cyberattacks, and the role of infrastructure interde-
pendencies.

i) A 5-Dimension risk framework is introduced to proffer solutions to the
issue of cyberattack to improve the backbone of cybersecurity to improve the
backbone of cybersecurity to build Healthcare Cyber Resilience Model
(HCRM).

(ii) An introduction of a 3-layer cybersecurity architecture that encompasses
technical controls, training, and reliable backup systems.

Legacy healthcare systems experiences cyberattack due to technical and latent
organizational actions. Strong proactive measures by an organization prevent
external cyberattack and make apparent the need for continual infrastructure
upgrade as and when due.

This work strongly recommends that upgrade of infrastructure should be car-
ried out as and when necessary by healthcare organizations. Safety of the in-
frastructure should be tested daily for vulnerabilities and a well-defined action
plan must be in place. Backup systems is non-negotiable at all times.

Strengthening cybersecurity in legacy healthcare systems directly improves
patient protection, reduces treatment delays, and increases trust in healthcare
services. It also reduces the societal and economic damage caused by cyberat-
tacks.

Future studies could seek how Al could be used to monitor hospital systems
in real time, compare cybersecurity across different countries, and measure
hospital systems failure and recovery rate during cyberattacks.

legacy healthcare, cybersecurity, ransomware, Al threats, healthcare cyber re-
silience model, HCRM
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