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ABSTRACT 
Aim/Purpose This paper investigates the impact of training on trust in AI-based cybersecu-

rity solutions, addressing challenges related to skills development and trust 
dynamics. 

Background Implementing AI in cybersecurity has proven effective by enhancing threat 
identification, management, and prevention capabilities. Proper training and 
education facilitate comprehension of AI solutions and concepts, assisting 
cybersecurity professionals in utilizing the technology. Experts use AI-based 
cybersecurity systems based on their trust in these systems. 

Methodology A structured survey was conducted with 100 cybersecurity experts. Data were 
analyzed using multiple regression and structural equation modeling to ex-
plore the relationships between training, skills, perceived effectiveness, and 
trust. 

Contribution This study provides insights into how training influences trust through skill-
building and perceived effectiveness. It contributes to better training pro-
grams’ design and fosters trust in AI-driven cybersecurity solutions. 

Findings The study finds that training enhances skills, which in turn affects perceived 
effectiveness and trust, though highly skilled individuals may develop skepti-
cism toward AI systems. Training significantly enhances AI-related skills. 
However, its impact on trust is indirect, as it primarily improves skills, which 
in turn influences perceived effectiveness and trust. Trust is mediated by im-
proved perceptions of effectiveness driven by skill development. Advanced 
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skills may paradoxically reduce trust due to increased awareness of system 
limitations. 

Recommendations  
for Practitioners 

Training programs should integrate hands-on experiences and explainable AI 
techniques to balance skill-building with trust-enhancing strategies. 

Recommendations  
for Researchers  

Further investigation is needed into the trust-skills paradox and the cultural 
or contextual factors influencing trust in AI systems. 

Impact on Society Enhancing trust in AI-based cybersecurity systems promotes broader adop-
tion, contributing to improved cybersecurity resilience. 

Future Research Future studies should focus on objective performance assessments, diverse 
user groups, and cultural factors affecting trust dynamics. 

Keywords AI-based cybersecurity, trust dynamics, training, skill development, perceived 
effectiveness. 

 

INTRODUCTION 
AI has emerged as a crucial tool for enhancing cybersecurity as cyber threats become increasingly 
complex and frequent. Many organizations are adopting AI technologies to enhance cybersecurity, 
recognizing the importance of protecting digital assets. AI can rapidly analyze large amounts of data 
to identify cyberattack risks, enabling organizations to avert such incidents (Camacho, 2024; Pendey, 
2023). This adoption necessitates a paradigm shift that requires the organization to reimagine its cur-
rent mechanisms and models to fully encompass the nature and potential of AI systems (Shoetan et 
al., 2024; Temara, 2024). 

User trust in AI-based cybersecurity systems is crucial for their successful adoption. Trust influences 
both how widely these systems are used in organizations and how effectively they function. Conse-
quently, this trust is established through various factors, such as organizational alignment, credibility, 
and perceived performance. For example, trust is significantly influenced by perceived efficacy, which 
is the user’s perspective on the potential for AI systems to mitigate security risks (Udeh et al., 2024). 
Well-established theoretical frameworks from technology acceptance research, such as the adapted 
version of the Technology Acceptance Model (TAM) to AI (Zhang et al., 2025), offer insights into 
how perceived usefulness and perceived ease of use shape user acceptance and trust. Hoff and 
Bashir’s (2015) model of trust in automation further illuminates how transparency, reliability, and 
user expectations influence users’ willingness to rely on AI-driven solutions.  

Moreover, human-computer interaction studies emphasize cognitive and behavioral factors underly-
ing trust, suggesting that cultural and contextual variations, such as uncertainty avoidance and power 
distance, can moderate perceptions of AI trustworthiness (Oksanen & Savolainen, 2025). Including 
cross-cultural research in future investigations would thus broaden the relevance and applicability of 
AI-based cybersecurity solutions. This confidence is founded upon reliability, or consistent perfor-
mance over time, which is a critical factor in selecting a vendor (Shoetan et al., 2024), mainly when an 
extensive range of commercial products are emerging for cybersecurity technical tasks (Gafni & 
Levy, 2024). Nevertheless, trust is most effectively comprehended in dynamic contexts contingent 
upon the user’s perceived knowledge of AI capabilities and their skills. Wang (2024) and Temara 
(2024) discovered that the application of technology can be more confident when one has acquired 
better technology skills, but it can also reveal some of the technology’s limitations. 

This paper aims to determine the extent to which training, skills, perceived effectiveness, and trust 
influence the organization’s adoption of AI-based cybersecurity systems. The study suggests that 
hands-on training is essential for improving AI skills, as it helps professionals feel more confident in 



Gafni & Aviv 

3 

AI systems and their effectiveness. Drawing from the existing literature, the research endeavors to 
comprehend the intermediary mechanism and the impact of training on trust. 

This work contributes to the current body of literature on adopting AI for cybersecurity matters and 
offers unique suggestions for developing training that fosters divided trust. In this scenario, the cog-
nitive development of technical skills, the defects of AI, and ethical factors that influence user confi-
dence can be significant in enhancing the optimum utilization of AI cybersecurity systems.  

STATE OF THE ART 
The implementation of AI in cybersecurity has proven effective by enhancing threat identification, 
management, and prevention capabilities. Artificial intelligence’s strength is its capability to process 
and analyze huge quantities of data efficiently, automatically classify it, and recognize patterns while 
freeing up professionals from monotonous and repetitive tasks and enhancing their efficiency (Gafni 
& Levy, 2024). Artificial intelligence can automate processes, analyze data, and generate real-time 
threat intelligence, rendering it an essential tool in mitigating sophisticated cyber-attacks (Grassini, 
2023; Urhobo, 2024). Effective deployment can be improved by addressing challenges such as lim-
ited high-quality training data, evolving cyber threats, and ethical concerns (Shahana et al., 2024; Vil-
legas-Ch et al., 2024). Research distinguishes the utilization of supervised machine learning tech-
niques, including decision trees, support vector machines, and neural networks, to improve AI-based 
cybersecurity. Although these algorithms have demonstrated efficacy in identifying and mitigating 
hazards, they also necessitate collaborative efforts to address inherent limitations (Ijiga et al., 2024; 
Shahana et al., 2024).  

In addition to addressing general ethical concerns (e.g., privacy and regulatory compliance), future 
work should implement concrete bias-detection and fairness-assessment techniques. Fairness-aware 
machine learning models can help identify and mitigate biases that may disproportionately affect cer-
tain user groups or data segments. Proposing frameworks aligned with global data protection laws, 
such as GDPR and NIST AI Risk Management Framework guidelines, would ensure that AI-driven 
cybersecurity solutions meet both technical and ethical benchmarks. 

This has highlighted the vulnerabilities posed by adversarial attacks on AI models. Attacks that mimic 
input data and yield erroneous outputs in AI systems necessitate robust detection mechanisms and 
continuous model retraining to maintain system reliability (Temara, 2024). Transitioning AI into cy-
bersecurity frameworks requires compatibility and comprehension of conventional applications and 
systems, challenges often tied to commercial AI solutions (Villegas-Ch et al., 2024). Although these 
technical considerations are critical, human factors such as trust and proficiency can significantly af-
fect successful AI adoption. This underscores the importance of training cybersecurity professionals 
whose skills and confidence in AI-based systems directly impact trust and utilization. Consequently, 
the following section explores the essential role of training in shaping trust dynamics in AI-driven cy-
bersecurity.  

THE ROLE OF TRAINING 
Education is essential in bridging the gap between AI technology and its practical implementation in 
organizations. Programs and courses facilitate comprehension of AI solutions and concepts to assist 
cybersecurity professionals in utilizing the technology. Skills such as understanding algorithms, data 
management, and ethics enhance analytical and decision-making capabilities (Delcker et al., 2024; 
Pham et al., 2024). Therefore, the initial hypothesis (H1) asserts that:  

H1: Training on AI-based cybersecurity solutions positively influences AI-related skills. 

Practical exposure augments the understanding of AI applications and produces many factors that 
facilitate the assessment of the efficacy of these applications. The perceived effectiveness is crucial as 
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it correlates with trust, a significant predictor of adopting AI technology (Shahana et al., 2024; Ville-
gas-Ch et al., 2024). Consequently, the second hypothesis (H2) is formulated as:  

H2: Training on AI-based cybersecurity solutions positively influences perceived effectiveness. 

Training also contributes to familiarity with explainable AI (XAI) approaches that enhance compre-
hensibility and traceability. XAI alleviates prevailing apprehensions and uncertainties concerning AI 
operational processes, fostering confidence between users and training systems and aligning training 
objectives with organizational goals (Vemuri et al., 2023).  

SKILLS AND TRUST DYNAMICS 
AI skills pertain to the knowledge relevant to the objectives of artificial intelligence. Professionals and 
experts will evaluate AI’s strengths and limitations while assessing the organization’s ability to tackle 
cybersecurity challenges (Ijiga et al., 2024). Understanding the mechanisms of AI algorithms, data 
management, and potential negative implications of AI deployment will enhance the proficiency of 
experts in assessing the authenticity and responsibility of applied AI technologies (Familoni, 2024). 
The third hypothesis (H3) encapsulates this link: 

H3: AI-related skills positively influence the perceived effectiveness of AI-based cybersecurity 
solutions. 

The literature has emphasized the role of skills in influencing trust in technology. This competence 
influences trust, as users feel comfortable engaging with and evaluating the system due to their per-
ceived effectiveness in their domain (Villegas-Ch et al., 2024; Wang, 2024). These factors are essential 
for enhancing the interpretability of tree outputs, identifying issues, and predicting behavior, thereby 
contributing to a sense of reliability and efficiency. This corroborates the fourth hypothesis (H4): 

H4: AI-related skills positively influence trust in AI-based cybersecurity solutions. 

To address this issue, AI training programs should include components that focus on strategies for 
confidence and resilience in the face of AI’s inefficacy (Temara, 2024). The essential knowledge that 
should underpin honest system talks is the strengths and limitations of the established skills.  

PERCEIVED EFFECTIVENESS AND TRUST 
The efficacy of an AI system is a significant factor influencing the degree of trust individuals have in 
the technology. It is essential for users to recognize and trust in the efficacy of these solutions to ful-
fill their security requirements. Only demonstrable outcomes that enhance danger detection and pre-
vention may develop this confidence (Nadella et al., 2024). This results in the fifth hypothesis (H5): 

H5: Perceived effectiveness positively influences trust in AI-based cybersecurity solutions. 

Nevertheless, if an organization establishes measurable performance requirements for AI implemen-
tation and adheres to them, it might be perceived as exceptionally productive. These indicators pro-
vide tangible evidence of system reliability and efficacy, instilling user confidence and trust (Nadella 
et al., 2024; Olabanji et al., 2024).  

MEDIATION EFFECTS OF TRAINING 
Trust is influenced both positively and negatively by training. It cultivates abilities that enhance per-
ceived capability, offering a pathway for the Internet to promote trust (Mayeke et al., 2024). The 
aforementioned dynamics are evident in the sixth and seventh hypotheses:  

H6: Training directly increases trust in AI-based cybersecurity solutions. 

H7: Training indirectly increases trust by mediating AI-related skills and perceived effective-
ness. 
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The sequential mediation effect necessitates the enhancement of advanced training activities. Theo-
retical knowledge and practical implementations of training models facilitate uniformity in the imple-
mentation of training programs across organizations, encompassing both technical proficiency and 
the cultivation of trust (Bhardwaj & Dave, 2024). 

METHODOLOGY 
This study used a structured survey to evaluate the associations between AI training, skills develop-
ment, perceived efficacy of AI-based cybersecurity solutions, and trust in those solutions. The re-
search hypotheses were derived from a literature review that facilitated the identification of factors 
that influence trust in AI systems. The constructs and survey questions were developed in response 
to the theoretical frameworks based on these hypotheses.  

The survey comprised 24 questions to capture participants’ attitudes, training experiences, and exper-
tise with AI-driven cybersecurity solutions. In designing these questions, we mapped each item to 
specific theoretical constructs identified in the literature – primarily drawing from the Technology 
Acceptance Model (TAM), Hoff and Bashir’s (2015) trust in automation framework, and human-
computer interaction principles. 

To ensure the survey captured relevant operational factors, we also considered recognized cybersecu-
rity guidelines and standards, such as ISO/IEC 27001 and the NIST Cybersecurity Framework. 
These standards emphasize core aspects like risk management, incident response, and performance 
metrics, which can influence how AI solutions are adopted and perceived within organizations. For 
instance, questions assessing the perceived effectiveness of AI align with the performance metrics 
recommended under NIST’s ‘Identify’ and ‘Detect’ functions, while items on trust incorporate the 
transparency and auditing principles advocated by ISO/IEC 27001. 

Based on the identified hypotheses (H1–H7), we developed corresponding survey items covering five 
key constructs: (1) Training – measuring the extent, frequency, and perceived value of AI-focused 
training, (2) AI-Related Skills – gauging self-reported proficiency in machine learning, data analysis, 
and security operations, (3) Perceived Effectiveness – capturing the user’s assessment of AI tools’ re-
liability and threat detection capability, (4) Trust – derived from trust in automation literature, includ-
ing transparency and reliability sub-dimensions, and (5) Adoption Intent – aligning with TAM-based 
measures of behavioral intent. Each question underwent face validity checks by subject matter ex-
perts and inter-observer reliability analysis to ensure clarity and consistency. 

In total, 100 carefully selected subject matter experts participated in the survey, comprising cyberse-
curity professionals with diverse roles, such as information security administrators, analysts, and pen-
etration testers. While we acknowledge the value of more extensive and diverse samples for broader 
applicability, the decision to focus on 100 experts was guided by several scientific considerations. 
First, this sample size meets established thresholds for reliable statistical analyses, including multiple 
regression and structural equation modeling (Hayes, 2022). Second, these participants were drawn 
from multiple organizations and varied professional backgrounds, thus offering a sufficiently hetero-
geneous viewpoint on AI-based cybersecurity practices. Finally, by concentrating on experts, the 
study captures in-depth knowledge and practical experience, which is critical for understanding nu-
anced factors like trust and perceived effectiveness in specialized contexts. The respondents asserted 
that they possess various academic and training qualifications and have an average of four years of 
cybersecurity professional experience (44% have more than seven years of experience in cybersecu-
rity tasks). 

Using SPSS (version 28), we performed multiple regression analyses and structural equation modeling 
(SEM) to evaluate both the direct and mediated models of the relationship between training and 
trust. Before conducting these analyses, we tested key assumptions such as normality, linearity, and 
homoscedasticity. Skewness and kurtosis values for continuous variables were within acceptable 



Understanding the Role of Training for Trust 

6 

ranges (±2), indicating no severe deviations from normality. Next, we conducted a confirmatory fac-
tor analysis (CFA) on all latent constructs to assess measurement validity and reliability. Indicator 
loadings above 0.70, composite reliability (CR) above 0.70, and average variance extracted (AVE) 
above 0.50 suggested satisfactory convergent validity and reliability. Discriminant validity was tested 
by comparing the square root of AVE for each construct with the inter-construct correlations, con-
firming that each latent variable was distinct. We then used Model 6 of the PROCESS macro (Hayes, 
2022) for our serial mediation analysis.  

We employed 5,000 bootstrap samples to generate bias-corrected and accelerated (BCa) 95% confi-
dence intervals for each regression path and indirect effect. The BCa bootstrap method adjusts for 
potential skewness and kurtosis in the sampling distribution, providing more accurate estimates than 
conventional normal-theory confidence intervals. Specifically, if the 95% BCa confidence interval for 
an indirect effect does not include zero, we conclude that the effect is statistically significant. Confi-
dence intervals reflect the range of plausible values for the estimated effects. By using BCa intervals, 
we account for potential bias in the resampled distribution, enhancing the robustness of our infer-
ence. Consequently, any reported indirect or direct effect is deemed reliable when its confidence in-
terval excludes zero. This approach reinforces the rigor and credibility of our analysis, ensuring that 
the results are valid and replicable. 

For the SEM part, we evaluated model fit using multiple fit indices: the Comparative Fit Index (CFI), 
the Tucker-Lewis Index (TLI), the Root Mean Square Error of Approximation (RMSEA), and the 
Standardized Root Mean Square Residual (SRMR). In this framework, ‘Training’ (X) served as the 
exogenous variable, with ‘AI Skills’ (M1) and ‘Perceived AI Effectiveness’ (M2) as sequential media-
tors and ‘Trust in AI’ (Y) as the outcome. All variables were measured through established scales and 
validated items aligned with prior technology acceptance and trust research (e.g., perceived effective-
ness and trust items adapted from Hoff and Bashir (2015); skill-related items based on AI compe-
tency frameworks). This approach enabled us to rigorously assess both direct effects and indirect me-
diation paths among the constructs. 

These methods allowed for the documentation of the impact of training on trust through skills and 
perceived training effectiveness and the provision of practical recommendations for training design. 

RESULTS 
The analysis revealed significant insights into the relationships between training, skills, perceived ef-
fectiveness, and trust in AI-based cybersecurity solutions. The hypotheses were tested using multiple 
regression and mediation analysis, as summarized below. 

The survey results indicated that training significantly enhances AI-related skills but does not directly 
increase perceived effectiveness or trust. While advanced skills improve users’ ability to assess AI sys-
tems, they may also make professionals more aware of system limitations. This increased awareness 
could, in some cases, contribute to skepticism and lower trust in AI. Perceived effectiveness, how-
ever, strongly influences trust, highlighting the importance of measurable outcomes in fostering con-
fidence. Table 1 presents the summary of the hypotheses tested and their results. 

The mediation analysis provided deeper insights into the complex relationships between training, 
skills, perceived effectiveness, and trust. Table 2 summarizes the mediation pathways. 
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Table 1. The summary of hypotheses 

Hypo-
thesis Statement Result Details 

H1 

Training on AI-based 
cybersecurity solutions 
positively influences AI-related 
skills. 

Supported 
Training significantly increases AI-related skills.  
Coefficient: β = .2591, p = .0077, CI [.0702, 
.4480]. 

H2 

Training on AI-based 
cybersecurity solutions 
positively influences perceived 
effectiveness. 

Not  
Supported 

Training alone does not enhance perceived ef-
fectiveness.  
Coefficient: β = .0789, p = .3169, CI [-.0768, 
.2346]. 

H3 
AI-related skills positively 
influence perceived 
effectiveness. 

Supported 

Higher AI-related skills lead to improved per-
ceptions.  
Coefficient: β = .4765, p < .0001, CI [.3172, 
.6359]. 

H4 AI-related skills positively 
influence trust. 

Not  
Supported 

Higher skills slightly reduce trust.  
Coefficient: β = -.1977, p = .0024, CI [-.3233, -
.0720]. 

H5 Perceived effectiveness 
positively influences trust. Supported 

Perceived effectiveness fosters trust.  
Coefficient: β = .3539, p < .0001, CI [.2178, 
.4900]. 

H6 
Training directly increases trust 
in AI-based cybersecurity 
solutions. 

Not  
Supported 

Training does not directly impact trust.  
Coefficient: β = .0456, p = .3945, CI [-.0602, 
.1513]. 

H7 
Training indirectly increases 
trust through skills and 
perceived effectiveness. 

Partially  
Supported 

Sequential mediation pathway (Skills → 
Effectiveness → Trust) validated.  
Indirect Effect: .0437, CI [.0059, .0872]. 

Table 2. Summary of mediation pathways 

Pathway Effect Confidence  
Interval (CI) Result Interpretation 

Training →  
Skills →  
Trust 

-
0.0512 

[-0.1196,  
-0.0025] 

Significant, 
Negative 

Training improves AI-related skills, but higher 
skills reduce trust, possibly due to increased 
awareness of system limitations. 

Training →  
Effectiveness 
→ Trust 

0.0279 [-0.0308, 
0.1004] 

Non- 
Significant 

Training does not directly improve perceived 
effectiveness significantly, indicating other 
factors mediate this relationship. 

Training →  
Skills →  
Effectiveness 
→ Trust 

0.0437 [0.0059, 
0.0872] 

Significant,  
Positive 

Training enhances skills, which improves 
perceived effectiveness and subsequently 
increases trust. Highlights the importance of 
both mediators. 

The relationships and effects are summarized visually in Figure 1, illustrating the mediation pathways 
and their statistical significance. Key findings summary: 

• Training → Skills: Supported; training enhances AI-related skills. 
• Skills → Perceived Effectiveness: Supported; skill development boosts perceptions of AI ef-

fectiveness. 
• Perceived Effectiveness → Trust: Supported; higher perceived effectiveness leads to greater 

trust. 
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• Skills → Trust: Not supported; advanced skills can sometimes reduce trust, highlighting a 
‘trust-skills paradox.’ 

• Training → Trust: Not supported; training does not directly raise trust but operates through 
skills and effectiveness. 

Figure 1. Research results 

Having established these core findings, the following Discussion section interprets their implications 
in the context of existing literature and proposes directions for future research. 

DISCUSSION 
The results of this study offer critical insights into the mechanisms through which training impacts 
trust in AI-based cybersecurity solutions. The findings illuminate the potential and limitations of cur-
rent training approaches by examining the direct and mediated pathways. This discussion contextual-
izes the results within the broader literature, highlights practical implications, and suggests areas for 
future research. 

TRAINING AND AI-RELATED SKILLS 
The study confirmed that training significantly enhances AI-related skills (H1). This finding aligns 
with previous research emphasizing the role of structured training in skills development (Familoni, 
2024; Rangaraju, 2023). By equipping professionals with technical knowledge and critical thinking 
abilities, training programs can address the digital and AI skills gaps prevalent in many organizations 
(Camacho, 2024; Pham et al., 2024). These skills are foundational for leveraging AI technologies ef-
fectively in cybersecurity, enabling professionals to understand and utilize underlying algorithms, data 
management techniques, and ethical frameworks (Camacho, 2024; Delcker et al., 2024). 

The interaction between skills and trust offers a complex dynamic. The interaction between advanced 
skills and trust presents a complex dynamic. Higher skills and trust (H4) have negative associations 
since highly skilled experts are more suited to identify system weaknesses, thus fostering increased 
mistrust about dependability (Temara, 2024). While our findings suggest that deeper technical 
knowledge can highlight AI system vulnerabilities and heighten user skepticism, other factors may 
also be at play. For instance, highly skilled professionals might have prior negative experiences with 
AI tools that did not meet their expectations, or they may feel that current organizational processes 
do not fully support these technologies’ safe and transparent use. Additionally, cultural and contex-
tual elements, such as fear of job displacement or concerns about the ethical use of AI, could further 
influence trust levels. 

Because our study relied on a structured survey, we could not fully capture these alternative explana-
tions through open-ended or qualitative means. Future research incorporating interviews or focus 
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groups could more thoroughly explore the underlying reasons why advanced AI skills might corre-
spond to lower trust, providing richer, context-specific insights into this counterintuitive finding. 

From a cognitive perspective, more experience can result in the “risk sensitivity bias,” in which 
deeper technical awareness raises worries about possible errors. Furthermore, aggravating uncertainty 
among advanced users is caused by organizational elements like poor transparency in AI system de-
sign or inadequate explanations of how algorithms operate. Future studies should combine theoreti-
cal views on cognitive load and trust building (e.g., Lyons & Guznov, 2019; Morita & Burns, 2014) to 
investigate how skill level interacts with perceived complexity and contextual elements in forming 
trust. This finding is consistent with the literature on cognitive biases, where greater expertise some-
times leads to skepticism or overcaution (Shehu et al., 2023; Temara, 2024). Training programs, 
therefore, need to balance skill-building with modules that address confidence and trust-building, in-
corporating transparent discussions about system limitations and strengths. 

TRAINING AND PERCEIVED EFFECTIVENESS 
Contrary to expectations, training alone does not directly enhance the perceived effectiveness of AI-
based cybersecurity solutions (H2). This result underscores the complexity of influencing percep-
tions, shaped by many factors beyond technical knowledge (Shahana et al., 2024; Villegas-Ch et al., 
2024). Hands-on experience and contextual applications are likely critical for translating training con-
tent into perceived effectiveness. For instance, simulations and real-world scenarios can help partici-
pants observe tangible outcomes of their skills, bridging the gap between theoretical knowledge and 
practical efficacy (Grassini, 2023; Urhobo, 2024). 

The strong positive relationship between AI-related skills and perceived effectiveness (H3) further 
supports this notion. When professionals possess robust skills, they are better equipped to evaluate 
and appreciate the capabilities of AI systems. This finding aligns with studies highlighting the im-
portance of technical knowledge and critical thinking in enhancing perceptions of system effective-
ness (Nadella et al., 2024; Olabanji et al., 2024). It also reinforces the need for skill-building as a pre-
requisite to improve perceptions of effectiveness. 

PERCEIVED EFFECTIVENESS AND TRUST 
The study demonstrated a significant positive relationship between perceived effectiveness and trust 
(H5). This finding emphasizes the central role of demonstrable outcomes in fostering trust. Users are 
more likely to trust AI-based solutions when they perceive them as effective and reliable (Dash et al., 
2022; van Bussel et al., 2022). Transparency, accountability, and the integration of robust ethical 
guidelines are essential for enhancing perceived effectiveness and, consequently, trust (Katrakazas & 
Papastergiou, 2024; Sarker, 2023). 

The research highlights the importance of XAI techniques in improving transparency and accounta-
bility, which in turn fosters trust in AI-driven cybersecurity solutions (Capuano et al., 2022; Vemuri 
et al., 2023). Organizations should invest in XAI and other mechanisms that demonstrate the reliabil-
ity and performance of their AI systems, addressing user concerns about potential biases or limita-
tions. 

MEDIATION PATHWAYS: TRAINING, SKILLS, EFFECTIVENESS, AND TRUST 
The pathway “Training → Skills → Trust” showed a surprising result: higher AI skills were linked to 
lower trust. This suggests that as professionals become more skilled, they may also become more 
aware of system vulnerabilities, making them less trusting of AI systems. It reflects the need for train-
ing programs to address, apart from technical proficiency, trust-oriented perspectives, such as confi-
dence-building and balanced assessments of AI capabilities (Shahana et al., 2024). 

The pathway “Training → Effectiveness → Trust” was non-significant, suggesting that training alone 
does not immediately translate into perceptions of effectiveness. This finding aligns with the litera-
ture emphasizing the importance of experiential learning and contextual applications (Ijiga et al., 
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2024). Training programs can enhance perceived effectiveness by incorporating real-world use cases 
and measurable outcomes, thereby strengthening trust. 

The pathway “Training → Skills → Effectiveness → Trust” emerged as the most robust mechanism. 
This sequential mediation underscores the cascading effects of training on trust through skill devel-
opment and improved perceptions of effectiveness. It validates the importance of integrating com-
prehensive training strategies that align skill-building with demonstrable outcomes (Dash et al., 2022; 
Mayeke et al., 2024). 

PRACTICAL IMPLICATIONS 
Training programs should not only build skills but also show professionals how these skills make AI 
systems more effective. Incorporating real-world scenarios and hands-on experiences can enhance 
the practical applicability of training, helping participants connect theoretical knowledge with tangible 
outcomes. Addressing the trust-skills paradox is critical; advanced training should include modules 
that foster a balanced understanding of system limitations and strengths, reducing skepticism while 
building confidence. Experiential learning components, such as simulations and threat detection chal-
lenges, are effective tools for improving perceptions of effectiveness, directly influencing trust. Or-
ganizations should also invest in XAI techniques to enhance transparency and accountability, ad-
dressing user concerns about biases or limitations. Ethical considerations, including robust guidelines 
and privacy-preserving mechanisms, are essential in building trust and should be integral to both 
training and deployment strategies. Collaborative efforts between academia and industry can further 
strengthen training initiatives, fostering a skilled workforce capable of navigating the complex cyber-
security landscape. 

LIMITATIONS AND FUTURE RESEARCH  
Despite offering meaningful insights into how training, AI-related skills, and perceived effectiveness 
shape trust in AI-based cybersecurity solutions, this study has several limitations. First, the reliance 
on self-reported survey data raises potential issues of social desirability and recall bias. Future studies 
should integrate more objective metrics, such as performance-based assessments, practical exercises, 
or real-time monitoring of user interactions with AI-driven security tools. Such an approach would 
allow for more affluent, triangulated data and reduce the influence of self-reporting biases. 
Second, the sample for this research comprised a relatively small group of cybersecurity profession-
als, potentially restricting the generalizability of the findings. While focusing on subject-matter ex-
perts provides in-depth, context-specific knowledge, broader participant pools, including policymak-
ers, IT administrators, AI developers, and less technically oriented users, would offer a more holistic 
view of trust dynamics. Expanding to different industries, organizational sizes, and cultural contexts 
would further illuminate how the “trust-skills paradox” might manifest under varying regulatory, 
technological, or cultural conditions. 

Third, our cross-sectional design captured user perceptions and trust levels at a single time. A longi-
tudinal approach could reveal how training and trust evolve, especially as professionals gain experi-
ence with new AI tools or as cybersecurity threats become more sophisticated. By monitoring partici-
pants over multiple training phases and real-world applications, future research could identify critical 
tipping points where greater AI expertise either enhances or undermines trust. 

Fourth, although our findings suggest that XAI features and real-world simulation exercises may 
boost perceived effectiveness and trust, these recommendations are based on existing literature rather 
than direct empirical verification within this study. Controlled experiments or case studies could ex-
plicitly test whether these interventions meaningfully shift user attitudes and behaviors. Such work 
would help practitioners refine training programs that both elevate technical competence and miti-
gate undue skepticism or overreliance. 
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The negative association between advanced AI skills and trust, which this study calls the “trust-skills 
paradox,” warrants deeper exploration. Future investigations should use qualitative methods (e.g., in-
terviews, focus groups) and experimental designs to unpack the cognitive processes, organizational 
policies, and cultural factors that might lead highly skilled professionals to become more skeptical of 
AI. Addressing these avenues would significantly enhance our understanding of how best to harness 
training for responsible and trusted AI-driven cybersecurity.  

CONCLUSION  
This study adds to the growing literature on AI trust by clarifying how training, skill acquisition, and 
perceived effectiveness influence users’ confidence in AI-based cybersecurity solutions. While train-
ing does increase AI-related skills, the relationship with trust is not straightforward. Instead, our find-
ings highlight a nuanced “trust-skills paradox” in which heightened technical awareness can some-
times amplify skepticism about AI capabilities. This underscores the importance of carefully designed 
training programs that not only impart technical proficiency but also address realistic concerns about 
AI limitations, algorithmic transparency, and ethical implications. 

Moreover, we find that perceived effectiveness plays a pivotal mediating role: advanced skills bolster 
perceptions of effectiveness, fostering greater trust. Therefore, organizations seeking to implement 
AI-driven security tools should integrate real-world simulations, transparent performance metrics, 
and robust explanatory mechanisms into their professional development efforts. Doing so can bridge 
the gap between theoretical knowledge and tangible proof of AI’s reliability, a step essential for en-
hancing trust. 

Although our study draws on expert perspectives, its methodological and demographic scope is lim-
ited, indicating the need for more diverse samples and longitudinal designs. Future research could in-
corporate performance-based assessments and explore the impact of cultural or organizational differ-
ences, offering richer insights into the global landscape of AI adoption for cybersecurity. Addition-
ally, investigating how hands-on learning experiences and XAI solutions specifically modify the trust-
skills dynamic would have direct implications for training program design. Our results emphasize that 
trust-building is a multi-dimensional challenge requiring technical skill development, transparency, 
measurable outcomes, and an ethical framework. As organizations increasingly rely on AI to safe-
guard digital assets, attention to these facets can ensure that training initiatives yield better-skilled 
professionals and a more confident, critically engaged workforce capable of harnessing the true po-
tential of AI-based cybersecurity. 
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