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ABSTRACT  
Aim/Purpose This paper examines the Bulgarian educational policy in the field of  infor-

mation technology and cybersecurity in particular.  

Background The massive penetration of  technology into daily life and the economy is trans-
forming the possibilities for work, learning, communication, access to infor-
mation, and spending free time. The result is a global electronic environment 
that provides new opportunities for communication and interaction with indi-
viduals and communities worldwide. New strategies, policies, and measures have 
been constantly reviewed and developed to meet the new demands for high-
quality digital education. 

Methodology For each of  the major research domains (secondary and higher education sys-
tems in Bulgaria) considered for this study, the cybersecurity issues in the curric-
ula have been explored, collected, and analyzed. The study combines empirical 
research and statistical analysis. 

Contribution This paper contributes to the body of  knowledge by providing evidence that in 
the curricula of  non-IT majors, information security does not occupy its im-
portant place assigned to it by the current reality of  an ever-increasing threat of  
cyber-attacks.  

Findings Sharing authors’ experience acquired in examining educational policy related to 
students’ digital literacy and cybersecurity literacy will contribute to the transi-
tion of  secondary and higher education in a way to address 21st-century chal-
lenges.  
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Recommendations  
for Practitioners 

Considering the findings of  this study, schools and universities need to include 
cybersecurity issues and concerns in curricula to raise awareness of  their gradu-
ates in this field. 

Recommendations  
for Researchers  

Conducting research on IT and cybersecurity literacy acquired at the level of  
secondary and higher education in Bulgaria could identify some gaps and im-
prove the curricula.   

Impact on Society Rapid technological progress radically changes and redefines conventional 
teaching and learning processes in education to meet current challenges.  

Future Research Future studies can also consider comparative studies in different countries. 

Keywords training programs, educational policy, information technology, cybersecurity 

INTRODUCTION 
The systematic monitoring, planning, and application of  information and communication technolo-
gies (ICT) in school education marks its beginning in the last decade of  the last century. It is carried 
out within the framework of  the Program for International Student Assessment (PISA) and Progress 
in International Reading Literacy Study (PIRLS) - students’ achievement assessment programs of  the 
Organisation for Economic Co-operation and Development (OECD) using data from national statis-
tical institutes and Eurostat. In 2001, a systematic study of  the Eurydice for their application in edu-
cational systems was also published. With the establishment of  the European Union (EU) and the 
adoption of  the Lisbon Strategy, the application of  ICT in school education is a major indicator for 
tracking progress. This provides a better understanding of  the nature and scope of  national initiatives 
in this area. Programs are being developed to implement the measures identified in the strategies 
(Eurydice, 2001). The “Minerva” Sectoral Programme within the Socrates Programme (2000-2006), 
Lifelong Learning Horizontal Activities (2007-2013), Erasmus+ Programme (2014-2020), the priority 
axes and measures of  the EU Structural Funds support initiatives and projects that contain clear po-
tential and expected results in the field of  ICT implementation, open access methods and resources, 
and distance learning in different contexts and at different levels of  education. 

At the current stage, ICT priorities are outlined in the EU Strategy for smart, sustainable, and inclu-
sive growth and more specifically in the Digital Agenda for Europe 2020 and the Digital Single Mar-
ket Strategy (European Commission, 2020a; 2020b; 2020e) The priorities in the field of  education are 
presented in the Strategic Framework for European Cooperation in Education and Training (ESET 
2020) and the plans for its implementation. 

In November 2017, a special action plan on digital education was announced at the Gothenburg 
Summit. In this regard, the European Commission is taking new initiatives to improve key competen-
cies and digital skills of  European citizens. The new European Skills Agenda proposes a revised Eu-
ropean Reference Framework for Key Competences for Lifelong Learning, which sets out the 
knowledge, skills, and attitudes people need in their lives, including digital competencies. The Digital 
Education Action (DEA) Plan (European Commission, 2020d) describes how education can make 
better use of  innovation and support the development of  relevant digital competencies for living and 
working in today’s information society. The action plan sets out three priority directions: (1) better 
use of  digital technologies for teaching and learning; (2) developing the digital competencies and 
skills necessary for life and work in an age of  digital transformation; and (3) improving education 
through better data analysis and prediction. Initiatives include helping schools with high-speed broad-
band connections, wider use of  self-assessment tools on the use of  technology for teaching and 
learning in schools, and a public awareness campaign on online safety, media literacy, and cybersecu-
rity. Three European frames have been developed that aim to provide a common basis for discus-
sions and analyses at national, regional, and local levels. They offer a consistent set of  tools for self-
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reflection and monitoring aimed at citizens and learners DigComp (Ferrari, 2014; Vuorikari et al., 
2022), teachers DigCompEdu (Redecker, 2017), and schools DigCompOrg (Kampylis, 2015). 

According to the Digital Europe Progress Report, Bulgaria ranks last in the European Commission’s 
Digital Economy and Society Index (European Commission, 2020c), although its overall score has 
risen to 36.4%, the share of  people with at least basic digital skills is around 29%, while the EU aver-
age is 58%, as shown in Figure 1. This indicator has maintained its values since 2017. Only 11% of  
people have skills above basic, which is less than a third of  the EU average. A similar trend is seen 
among young people: 54% of  16-24 year-olds have at least basic digital skills (compared to an EU 
average of  85%). Only 31% of  Bulgarians have basic software skills, compared to the EU average of  
61%. The report states that this indicator is strongly influenced by socio-demographic aspects.  

 
Figure 1. Ranking by the Digital Economy and Society Index (2020) 

(Note: Reprinted from DESI 2020, European Commission) 

In the current program period, the development of  ICT in school education is planned in the Strat-
egy for Effective Application of  Information and Communication Technologies in Education and 
Science of  the Republic of  Bulgaria (2014-2020). Although the measures are taken and their imple-
mentation activities are not fully in sync with the scale of  the digital transformation, the emphasis on 
improving the digital skills of  students and pedagogical specialists has been strengthened. From the 
academic year of  2018-2019, the subject of  computer modelling was introduced in the third grade, 
and upper secondary education, and more hours focused on ICT are planned. According to the na-
tional program, “Training for an IT career”, extracurricular activities are implemented in secondary 
schools. In 2019, the National Programme “Digital Bulgaria 2025” was adopted, one of  the goals of  
which is the modernization of  the school’s ICT education. Main measures related to the provision of  
adequate infrastructure in the field of  ICT in schools assessment of  students’ digital competencies 
upon completion of  the first high school stage (grade X); modernization of  educational content and 
teaching methods; introduction of  the study subject “Computer Modelling” at the initial stage and 
introduction of  training in the “Software and Hardware Sciences” profile; improving the skills of  
teachers; strengthening cooperation between education, industry and the non-governmental sector; 
establishing a coordinated approach for effective measures in the field of  digital skills and employ-
ment. 

The continuous and increasing digitization in society, as well as changes in the technology itself, mean 
that strategies and policies are rapidly becoming obsolete. European countries have to constantly re-
view and develop new strategies, policies, and measures to meet the new demands for high-quality 
digital education. 

Nowadays, every student, as an individual user of  Web technologies and a networked citizen of  the 
digital society, must progress from elementary school computer literacy to continuously upgraded 
high digital literacy, which means knowing the relevant standards, directives, regulations, normative 
and sub-normative acts and instructions, to comply with requirements, norms, behavior and practical 
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habits. Areas of  conduct that everyone must comply with are also identified, such as etiquette, com-
munication, education, access, commerce, responsibility, rights, safety, and security. In summary, key 
areas are formed: digital competence, digital ethics, digital sensitivity, and digital participation. Each 
student as a user has to take care of  their own cybersecurity immune system, as one unwise or even 
inadvertent action can destroy the global immune system of  society.  

The paper examines educational policy in the IT field and cybersecurity in particular. An analysis has 
been made of  the national training programs in secondary education and the higher education sys-
tem. The context of  the research is based on the main Bulgarian and European political documents, 
on the basis of  which the current educational system in Bulgaria is being developed.  

This paper is divided into two main sections. In the first section, a brief  literature review is presented 
to describe the current state and challenges in cybersecurity education. The peculiarities of  structur-
ing the educational content in ICT and cybersecurity are considered in the second section as follows: 
cybersecurity in secondary education in Bulgaria and cybersecurity at the level of  higher education in 
Bulgaria. The conclusion is dedicated to challenging the new reality for education institutions, espe-
cially when the needs for digital and also cybersecurity competencies are changing so rapidly.  

LITERATURE REVIEW 
Since the advent of  modern computer systems, information security has been a topic of  teaching 
within various IT disciplines. The recent evolution of  cybersecurity shows the need for a conceptual 
framework of  this academic field to provide guidance to higher education when implementing cyber-
security programs. Identifying and describing the competencies, responsibilities, and curriculum con-
tent for cybersecurity are among the challenges facing researchers and scientists. The ACM/IEEE 
(2020) curriculum volumes have generally evolved to incorporate cybersecurity content within each 
of  the existing computing-based degree programs such as Computer Science (CS), Information Sys-
tems (IS), Information Technology (IT), Software Engineering (SE) and Computer Engineering 
(CE). Information Technology (IT2017), which includes a set of  core and supplemental information 
technology domains, also recommends that cybersecurity content occupy approximately 10% of  the 
IT curriculum with most of  the material covered throughout the curriculum instead of  just in one 
course (Task Group, 2017). In 2017, a curriculum recommendation and accreditation criteria for a 
new discipline, “Cybersecurity,” in the broader computing space emerged. However, many research-
ers consider that there is a significant intersection between the evolving discipline of  Information 
Technology and the emerging meta-discipline of  Cybersecurity. Ekstrom et al. (2017) argue that Cy-
bersecurity had emerged as the accepted name of  what IT2008 called Information Assurance and Se-
curity. The terminology and conceptual foundation had evolved significantly. Parrish et al. (2018) ex-
amine the global perspective on cybersecurity education for 2030 and cybersecurity as a meta-disci-
pline. The authors have characterized cybersecurity in terms of  an abstract set of  competencies 
driven by the need to provide guidance to higher education when implementing cybersecurity pro-
grams. 

Cybersecurity Skills, Training, and Education Frameworks have been developed by the US National 
Initiative for Cybersecurity Education (NICE, 2017)., the Institute of  Information Security Profes-
sionals (2010), etc. Many countries in Europe have defined a national cybersecurity strategy (NCSS), 
where the European Union Agency for Network and Information Security (ENISA) (2018) provides 
a good overview. European national strategies often include objectives for building cybersecurity ca-
pabilities, enhancing awareness, and providing cybersecurity education. Some initiatives have emerged 
related to cybersecurity education in general, especially from government organizations aimed at cer-
tifying cybersecurity courses and providing guidelines for the subject areas that they expect to be in-
cluded within the syllabi of  cybersecurity modules.  

How to provide modern and effective cybersecurity education has been recently discussed by 
McGettrick (2013), Catota et al. (2019), AlDaajeh et al. (2022), A. J. Blažič (2021) and Ruiz (2019). 
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Conklin et al. (2014) have identified that the biggest concerns in cybersecurity education are the stu-
dents’ lack of  hands-on experience, resulting in a skills mismatch between what the industry would 
like to see in a candidate for employment, and the skills that the candidates actually possess after 
graduating. B. J. Blažič (2021) addresses the lack of  cybersecurity skills in the European labor force 
market and the actions taken to improve education in cybersecurity for meeting the identified needs. 

Most academic institutions do not include active cybersecurity awareness and training programs in 
their strategic plans. Slusky and Partow-Navid (2012) briefly analyzed the outcomes of  security as-
sessment for a group of  students at the College of  Business and Economics at California State Uni-
versity, Los Angeles, USA. They observed that the key problem related to cybersecurity awareness is 
not the absence of  required information, as might be expected. Instead, it is the approach used by 
students while dealing with this information in practical circumstances. The findings were intended 
to help the college design its syllabus, which included additional information security training. 

Al-Janabi and Al-Shourbaji (2016) presented a survey on security awareness in the Middle East, fo-
cusing on educational settings and analyzing security awareness among academic staff, researchers, 
and students. The authors observed that the contributors in the Middle East do not have an essential 
awareness of  the significance of  cybersecurity. 

Moallem (2019) examined students’ attitudes toward cybersecurity in Silicon Valley in California, 
USA. The author focused on evaluating the cybersecurity level among students in the most advanced 
technological environment in the world because their behavior is tremendously diverse. College stu-
dents were not conscious of  the safety of  their information, even though they were aware that their 
activities were observed and monitored, and their data were not securely transmitted across the uni-
versity networks. Therefore, universities should regularly conduct training to change the behavior of  
students and improve their understanding of  the fundamentals of  cybersecurity and cyber threats. 

In the context of  a widespread dependence on increasingly complex digital systems, cyber threats are 
outpacing societies’ ability to effectively prevent and manage them (Terziev & Lyubcheva, 2020). The 
main reasons for this are related to the development of  ICT, the digitization of  production pro-
cesses, and the ubiquitous use of  electronic devices and networks to support various business activi-
ties. As a result of  the electronic interaction at all levels in organizations, the development of  elec-
tronic commerce and business, of  various electronic services, huge amounts of  data are accumulated 
in terms of  volume, variety, and rate of  growth and change, including sensitive information about 
employees, customers, products, finances, etc. Quite naturally, the big data collected and used by or-
ganizations has become a strategic resource, with a view to extracting useful knowledge from it and 
improving decision-making and management processes. At the same time, digital assets are subject to 
deliberate and accidental threats, due to the presence of  vulnerabilities in the protection of  infor-
mation systems. 

As a result of  the above-mentioned factors and their constant development and redefinition, the edu-
cational system opens up many new opportunities, but also many new problems and challenges. To-
day, there is a need for a new vision in teaching and building literacy for working with data, which 
also includes ensuring information safety when working with modern ICT. Universities are realizing 
the need for new innovative programs covering information security training even in non-IT special-
ties (Trifonova, 2018). Integrating cyber security even at an earlier level such as secondary school ed-
ucation will have multiple benefits, as argued by Pencheva et al. (2020). First, it will set young people 
on the track to pursuing a professional cybersecurity career by equipping them with the right tech-
nical and social set of  skills. This is important because the shortage of  cyber security professionals is 
likely as we still lack an effective means to bring new people into the workforce. Second, integrating 
cybersecurity modules into secondary school education could effectively bridge the intergenerational 
gap between students on the one hand, and their teachers and parents on the other.  

Digital competencies are seen as a cross-cutting key competence enabling people to acquire other key 
competencies such as language, mathematics, study skills, or cultural awareness (Hristova, 2017). An 
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evolution of  digital literacy over the years has been observed in order to adapt to the digital world. 
That is why it should be a policy priority, especially for educational institutions. Nowadays, develop-
ing cybersecurity literacy at an early level including in secondary school and universities in non-IT 
specialties becomes a compulsory element of  the digital literacy of  young people. 

RESULTS 

RESEARCH METHODOLOGY  
The paper examines educational policy and practice in the ICT field and cybersecurity in particular in 
the two major research domains related to the secondary and higher education system in Bulgaria. 
Document analysis was conducted to establish the policies and teacher practices in secondary 
schools, and the cybersecurity issues in the curricula have been explored, collected, and analysed in 
the paper. As far as the next educational level, the research covered 49 universities in the country, 
whose broad spectrum of  study (non-IT) programs and their curricula were investigated and data 
about the cybersecurity-related subjects studied were collected through the Internet.   

The methods of  content analysis, comparative analysis, and statistical descriptive analysis were ap-
plied based on the data from the examined universities. 

CYBERSECURITY IN THE SECONDARY EDUCATION  SYSTEM IN  BULGARIA 
The subject, Information Technologies, was introduced in a Bulgarian school in 1994 in the ninth 
grade of  secondary education. From 1999 to 2000, it was studied as part of  the compulsory subjects 
of  the ninth and tenth grades. Subsequently, two levels of  preparation (compulsory preparation and 
profiled preparation) were distinguished for the subject of  Information Technologies in the high 
school stage (9-12 grades). Since 2006, Information Technology has been studied by students as a 
compulsory subject in junior high school and primary education. 

The core set of  IT knowledge and skills acquired in secondary education is a foundation of  digital 
competencies on which students improve their future professional skills and increase their confi-
dence and self-esteem. The goal of  creative use of  the possibilities of  modern IT for communication 
is clearly set in school education in Information Technology. When determining the state educational 
standard for general education in the ORDER No. 5 of  30.11.2015 (of  the Ministry of  Education 
and Science), the expected knowledge, skills, and attitudes in the area of  competence in “Electronic 
Communication” are described in detail. For example, for the junior high school stage of  the basic 
level of  education, we read: “Knows the applications of  the Internet for communication and infor-
mation sharing, interacts in a networked environment for data exchange and use of  shared resources, 
collaborate through digital channels, has an idea of  the importance of  electronic communications for 
the functioning and development of  society in the secondary course.” 

Communication is one of  the five areas included in the European framework for self-assessment of  
digital competencies (Ghomi & Redecker, 2019) and this includes knowledge and skills in using a 
wide range of  communication tools (mobile devices, SMS, e-mail, chat, video conferencing, blogs, 
social networks, etc.), create and manage files for collaboration, data exchange, and file and applica-
tion sharing. 

According to the Pre-school and School Education Act (2016), the subject “Information Technolo-
gies” is studied as a general educational preparation for 1 hour per week (total 34 hours per year) in 
junior high school stage of  education (grades 5–7), 1 hour each per week (total 36 hours per year) in 
the first high school stage of  education (grades 8–10). “Computer Modelling” is studied for 1 hour 
per week (a total of  32 hours per year in grade 3 and a total of  34 hours per year in grade 4) in the 
initial stage of  education (grades 1–4). 
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IT training is aimed at mastering knowledge, skills, and attitudes related to building students’ digital 
literacy. The curricula contain topics that cover all areas included in the European framework for self-
assessment of  digital competencies (Ghomi & Redecker, 2019): information processing, content cre-
ation, communication, cybersecurity, and problem-solving. The more important of  them are pre-
sented in the subsections below: 

COMMUNICATE SAFETY ON THE INTERNET 
Attention is paid to safe communication on the Internet and the concept of  “online bullying” is ana-
lysed. The characteristics of  online bullying are outlined, and the risks and pitfalls of  the Internet are 
indicated. Forms of  cyberbullying (sending/sharing bad, hurtful, or abusive messages on, e.g., social 
media sites) are discussed. 

Attention is paid to technical safety and virus protection, which are important skills in the digital en-
vironment. 

Basic rules are outlined to help students stay safe online. It is important that students know the ways 
to seek help outside the school (Bulgarian Centre for Safe Internet, https://www.safenet.bg/bg/). 

PROTECTION OF INTELLECTUAL PROPERTY 
The protection of  intellectual property includes a large number of  international agreements prepared 
with the help of  the World Intellectual Property Organisation (WIPO) and the World Trade Organi-
sation (WTO). In addition, the European Union has created additional laws aimed at achieving more 
effective protection of  intellectual property. One part of  them regulates the protection of  trade-
marks, patents, and copyrights. 

International agreements related to the protection of  intellectual property, various license agreements 
for the use of  authors’ works, and their designations are briefly discussed in the secondary school 
curricula. In Table 1 and Table 2, we have summarized the topics related to cybersecurity, distributed 
by class, and the knowledge that should be acquired at the end of  the training course.  

Table 1. Cybersecurity knowledge in Bulgarian lower secondary education  

GRADE TOPICS ACQUIRED KNOWLEDGE 
3rd grade Electronic communica-

tion and digital identity  
Each student distinguishes between digital and physical identity. 
Knows the main threats when working in a digital environment and 
knows where to seek help. 

Safe and responsible 
online behaviour 

Knows the basic rules and threats when working in a digital environ-
ment. He knows how to get help. Recognizes false information on 
the Internet. 

4th grade Information in modern 
society 

Understands that digital resources may not be free to use, copy and 
distribute. 
Understands that not all information in the virtual space is reliable. 

Safety conditions in a 
digital environment 

Does not provide personal data in a digital environment. 
Knows more known threats when working in a digital environment. 
Knows how to get help when needed. 
Knows ethical norms when working in an online environment. 

5th grade No topics related to 
cybersecurity issues 

- 

6th grade Real-time communication 
tools. Rules for children’s 
safety on the Internet 

Describes real-time communication software settings for security 
purposes. 
Knows the possibilities of  real-time communication on the Internet. 
Knows and follows the rules of  safe behaviour on the Internet. 

7th grade Means and methods of  
information protection 

Explains the nature of  computer viruses. 
Explains and applies specific means and methods to protect infor-
mation. 

https://www.safenet.bg/bg/
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Table 2 presents the topics related to cybersecurity knowledge in Bulgarian upper secondary educa-
tion. 

Table 2. Cybersecurity knowledge in Bulgarian upper secondary education  

GRADE TOPICS ACQUIRED KNOWLEDGE 
8th grade No topics related to 

cybersecurity issues 
- 

9th grade Information security in a 
networked environment 

Understands the risks associated with working in a networked envi-
ronment and implements appropriate protection measures. 
Knows basic regulatory documents related to personal data protec-
tion, copyright (for programs and data), and electronic signature. 
Knows the principles, main ways, and means of  protecting the net-
work from unauthorized access. 
Sets access rights to resources on a local network. 
Research major security threats such as viruses, worms, and hacker 
attacks. 
Prioritizes threats. 
It searches the web and selects the best protections for each of  the 
top three priority security threats. 

10th grade Assessing the validity and 
reliability of  information 

Understands information dissemination mechanisms and effective 
ways of  searching in an online environment. 
Evaluates information received electronically for credibility and reli-
ability. 
Filters e-mail messages to categorize them as spam. 
Research in which countries spam is declared illegal and punishable 
and what is the legal framework for it in Bulgaria. 

Technical and organiza-
tional security when 
working in a digital 
environment 

Gives examples of  problems that arise when working in a net-
worked digital environment and possible solutions. 
It indicates ways of  reliable digital identification when using public 
services. 
Knows the purpose of  macros in office applications and knows how 
to manage their inclusion when using public services. 
Uses online tools to identify compromised networks. 
Identifies the presence of  a macro in a document. 
Examines what biometric data is used for identification. 
Checks if  a personal device offers biometric identification. 
Compares identification methods that can be used to use electronic 
banking. 

11th grade Security and data 
protection 

Lists security and data protection risks. 
Describes basic methods and means of  data protection. 
Describes basic data backup methods. 
Describes components of  the main regulatory documents related to 
the ethical use and guarantee of  privacy of  personal data. 

 Electronic communica-
tion and digital identity  

Each student distinguishes between digital and physical identity. 
Knows the main threats when working in a digital environment and 
knows where to seek help. 

 

Cybersecurity knowledge is the need for broad competence and practical skills of  every student in 
the virtual educational space, even in the computer room, or in the classroom, regardless of  the 
scope of  the studied discipline and specialty. It means new in nature scientific qualification and com-
petence, high responsibility, and demandingness.  
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CYBERSECURITY AT THE LEVEL OF HIGHER EDUCATION IN 
BULGARIA 
The rapidly emerging digitalization and implementation of  artificial intelligence combined with the 
generational characteristics of  learners, increased international cooperation, and the desire to ensure 
equal access to education for all layers of  society, have placed qualitatively new requirements on the 
nature and characteristics of  teaching. Part of  the answers to these challenges have been given 
through the opening of  academic programs in distance learning, equipping halls, creating the neces-
sary infrastructure, virtual libraries, etc. At the same time, the system proved to be understaffed and 
unprepared to meet the demands and expectations for innovative methods and forms of  teaching. 
This necessitates the creation of  a program for the training of  teachers and professors in the field of  
ICT, who in turn train pupils and students with skills and attitudes for learning in an electronic envi-
ronment. The lack of  sufficiently qualified teachers in higher education institutions who possess digi-
tal skills corresponding to modern trends and requirements is the result of  several factors. In the last 
decade, the increased demand for ICT personnel in the labour market has led to a great interest on 
the part of  prospective students in these specialties and, accordingly, to the opening of  the corre-
sponding professional directions in many higher schools. At the same time, the system proved to be 
unprepared in terms of  the required number of  trained teachers. The likelihood that more graduate 
students will choose an academic career and become teachers is decreasing due to the high income 
that comes with working in the specialty in the real sector. Naturally, deficits in the higher education 
system affect the functioning of  the preschool and school education system as well. 

The improvement of  the quality of  higher education with a view to digital transformation is in ac-
cordance with the Law on Higher Education, the Strategy for the Development of  Higher Education 
in the Republic of  Bulgaria for the period 2021-2030, the policies for the development of  state 
higher education institutions, the Conclusions of  the Council of  the EU on digital education in the 
European knowledge societies and the Rome Communiqué of  the Ministers of  the Member States 
of  the Bologna Process. 

Based on the conducted research, 67 key professions/positions were identified, as well as the basic 
and specific digital skills required for each one of  them. They are divided into five categories, accord-
ing to the European Digital Competence Framework DigComp 2.2: “Information and data literacy,” 
“Digital communication and collaboration,” “Digital content creation,” “Safety,” and “Problem-solv-
ing.” In addition, we can say that training is increasingly closely related to digital skills. Retraining and 
acquiring new competencies is also unthinkable without digital knowledge and skills. 

The system of  higher education in Bulgaria includes 49 higher education institutions, 36 of  which are 
public and 13 are private. Higher education institutions in Bulgaria are of  three main types: universi-
ties, specialized higher education institutions, and independent colleges. They train students, doctoral 
students, and specialists. The higher education in Bulgaria is compatible with the European one and 
includes the following degrees: 

• Professional Bachelor in ... – with the acquisition of  no less than 180 credits and a mini-
mum period of  preparation of  3 years according to the curriculum; 

• Bachelor’s Degree – with the acquisition of  no less than 240 credits and a minimum period 
of  preparation of  4 years according to the curriculum; 

• Master’s Degree – with the acquisition of  no less than 300 credits and with a study period 
of  5 years according to the curriculum or no less than one year after a “bachelor’s” degree 
(60 credits), respectively, no less than two years after “Professional Bachelor of  ...” (120 
credits); 

• Doctor – educational and scientific degree after the master’s degree. 

Training in each of  the degrees is conducted in accordance with the Classifier of  Higher Education 
Areas and Professional Fields. There are 9 areas of  higher education divided into 52 professional 
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fields. Within the framework of  academic autonomy, each higher education institution independently 
determines the professional areas and specialties in which it conducts training. The forms of  educa-
tion are regular, part-time, and distance learning. 

The bachelor’s degree is the main stage of  higher education while master’s programs offer an in-
depth focus on a specific area. For this reason, the study is focused on undergraduate (Bachelor) 
studies. 

The curricula in higher education institutions are built on the understanding that ICT skills are suffi-
ciently formed in secondary school and can be the basis for the successful upgrading of  specific 
skills. The observations show that the entry level of  ICT with which first-year students enter is satis-
factory and cannot be a good basis for a successful upgrade. The secondary school curricula are fo-
cused mainly on theoretical knowledge in the field, and practical performance tasks remain isolated 
from real-world situations. As a result, after exiting the specific learning content, ICT tasks cannot be 
recognized. In this situation, students choose to find and take a ready-made solution to the problem, 
which they present as their own because they do not have the necessary competence to perform the 
task and the requirements set for it. In this way, they do not actively participate in the individual 
stages of  the process of  building the information product and do not independently walk the path to 
the final decision. Their training remains at the level of  an ordinary computer-literate user of  infor-
mation resources who uses technology at a superficial level. 

The digital training of  future specialists is an actual task for all levels of  educational structures. It is a 
guarantor of  adequate interaction between specialists and society. In order to form the components 
of  digital competence – interactive use of  technologies and didactic interpretation of  the possibilities 
of  ICT – higher education institutions should direct the training to a concrete deepening of  the avail-
able knowledge and skills. For this purpose, it is necessary to diagnose the level of  ICT knowledge 
and skills possessed by first-year students, to find out where the gaps are and the most frequently oc-
curring errors. This diagnosis will guide the way in which ICT training should be conducted for first-
year students. Realizing the potential of  ICT requires students to have a basic level of  preparation to 
recognize the basic activities they can perform with the computer. The students must be able to solve 
basic tasks that involve specific sequences of  activities. They need to be able to name and explain the 
activities performed. This is a prerequisite for the manifestation of  reflexive processes that have de-
veloping potential for learners. 

We have found a wide variety of  IT subjects studied in non-technical university specialties that cover 
fundamental aspects of  ICT and build applied knowledge and skills related to information pro-
cessing, communication, and some cybersecurity issues. Most of  them are basic courses studied in 
the first or second year such as Information Technology, Information Systems, Informatics, Digital 
Technologies, Information Systems and Technologies, Information and Communication Technolo-
gies, etc. In some cases, the courses aim at both the formation of  basic information and digital skills 
and competencies, as well as their orientation in a specific field, for example, the course “Information 
and Communication Technologies in Education and Work in a Digital Environment” in the major 
“Primary School Pedagogy,” or “Digital Technologies in Agriculture” in the major “Agricultural En-
gineering,” etc. 

In Figure 2 and Figure 3, we have summarized the collected data from universities’ websites related 
to the number of  majors and the number of  non-IT majors distributed by universities. We have fo-
cused our research on developing cybersecurity literacy in non-IT universities’ specialties which be-
comes a compulsory element of  the digital literacy of  young people. 

In Figure 2, a comparison of  universities by number of  bachelor programs studied in them is shown.  
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Figure 2. Comparison by number of  majors and number of  non-IT majors 

 

Figure 3 presents a comparison of  studying IT in non-IT specialties in 49 universities.  

  
Figure 3. A comparison of  studying IT in non-IT specialties 

 

In the non-IT specialties of  the different universities, IT is taught in the interval from 0 to 41 of  the 
cases (grouped into 19 variants depending on the repetitions) in some universities.  

Figure 4 shows a graph of  the distribution of  studied IT courses in non-IT specialties. 
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Figure 4. Combined distribution chart 

The study covered 49 universities whose curricula were examined. At some of  the universities, the 
curricula were not available, so the number of  universities considered is 41. On average, 9.51 of  the 
non-IT majors in these universities teach IT courses (mean = 9.51, standard error = 1.52, median = 
8, mode = 0). In 7 universities, IT courses are not taught in non-IT majors (minimum = 0), and in 
one of  the universities in 41 non-IT majors, IT courses are taught. On average, 9 courses are studied 
in non-IT majors at universities in Bulgaria related to the field of  IT. One of  the limitations of  this 
study is that it is not possible to account for specific topics studied in IT subjects as in secondary 
school. These IT courses cover all areas of  digital and cybersecurity literacy at different levels. More 
detailed research would require the examination not only of  the specialty curricula but also of  the 
content of  studied courses. 

CONCLUSION 
The adaptation of  students to the challenges of  the digital society and new learning practices requires 
determining more effective ways to attract, encourage and motivate them in the direction of  acquir-
ing quality theoretical and practical-applied knowledge and skills for working with ICT. Access to 
computers and the Internet, and the ability to work with some basic software applications and tools 
do not always lead to the acquisition of  digital competence by students; many of  the young people 
who come to university do not have the necessary skills to use digital technologies, due to the frag-
mented and superficial use of  information. 

In this regard, the efforts of  university teachers should be directed to support various appropriate 
ways of  using ICT and interactive communication in the learning process, which can improve stu-
dents’ abilities for critical thinking, effective communication, and collaborative scientific problem-
solving. An important place in this direction is the inclusion of  students in various courses to in-
crease their digital competence. The compulsory (not only optional) study courses represented in the 
curricula of  various specialties are particularly suitable, which would provide the necessary 
knowledge and skills for using digital technologies.  

The competencies related to data security and ensuring proper access to data are other components 
of  data literacy. This raises a number of  issues and challenges related to data ownership, privacy, and 
other sensitive areas of  data access and transfer. Apparently, in the curricula of  non-IT majors, infor-
mation security does not occupy its important place, which is assigned to it by the current reality of  
an ever-increasing threat of  cyber-attacks. 

Attracting the students to additional short-term or long-term study courses (a paid form of  study) 
can also contribute to the acquisition of  important knowledge and skills that are not given enough 
space in the curricula. The holding of  scientific seminars, the possibility of  access to online lessons, 
e-textbooks, and other forms of  increasing the digital competence of  students, through which one 
can expect to develop a wide range of  skills for searching, identification, critical evaluation, should 
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not be underestimated and use of  information for a more independent and creative behavior in a 
digital environment. 

In order to master these skills, solid basic training in ICT and cybersecurity is needed, which guaran-
tees the permanent preservation of  what has been learned and its transfer to different situations. The 
sequential passage through the stages of  formation of  digital competence and the activities involved 
in them, ensures the transformation of  general concepts in the understanding of  ICT in the educa-
tional process into concrete implementations of  individual ideas, reflecting the place and role of  ICT 
in the educational process. With a successful transition from basic ICT skills to digital and cybersecu-
rity skills, the cognitive outlook of  the students also changes. 

This paper contributes to the body of  knowledge by providing evidence that in the curricula of  non-
IT majors, information security does not occupy the important place that is assigned to it by the cur-
rent reality of  an ever-increasing threat of  cyber-attacks. 
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