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Abstract

This paper highlights the rationale for all IT degs being focused on Information Assurance
holistically throughout the entire degree. It takdsok at the failure of industry to produce an
operating system that provides user control ofesysictivities and primarily serves the user
rather than other special interest groups (Micipdaifjital Rights Management, other applica-
tions vendors, etc.)
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Introduction

Information Assurance (IA) is the current euphemiencomputer security. No matter what it is
called, the importance and relevance of this famcincreases from day to day.

In the 1950’s computers had not yet emerged frasthentific community and found their way
into business use. In those days, information wasgssed using punched cards as the data stor-
age medium. Each function (i.e. sequence checkulea, copy, print reports, etc.) was per-
formed on a single machine and each of these wasotled by a plugboard and had to be pro-
grammed (specific plugboard setups) for each ojperait was a good place to learn and under-
stand how information was created, verified, preedsstored, and protected. Computing in the
business sense took hold in the early 1960’s aadjt@awvn into what we know today.

In the early years, we didn’t have attacks on dufiuhctions. There was no vector other than a
physical attack. Protection of these functions equipment was minimal (physical barriers to
access for the most part) and usually the plateidlget terms where cuts could be made without
jeopardizing corporate goals. Security was considlen overhead line item.

In today’s world, Information Assurance can no lenbe considered “overhead”. It is a primary
requirement for all organizations (in some jurisidias its protection is enshrined in legislation).
It also no longer encompasses only the computeatimand physical facility.

Various anecdotal estimates boil down
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pact our liability or risk. That risk can come frdaw enforcement or in the form of stockholder
proceedings brought against the company and ggtdirs - both jointly and severally. These
now are perceived as “real” risks.

It serves no purpose to run through a list of pidénsks to the IT function. Any such list would
be incomplete since new attack strategies and igebs are being developed continuously. Suf-
fice it to say that there are many serious risks éach organization (and individual) must protect
themselves from.

IA as mentioned before is holistic and encompaaBespects of IT including but not limited to
policy, backup strategies, disaster recovery/caitgrplanning, firewalls, intruder detection, in-
truder protection, anti-malware protection, cryptgany (for protecting the privacy and integrity
of data in transit and data at rest), electronierisics, etc.

In order to be in a position to properly and cortgdieprotect the IT function, it is necessary to
understand these and many other topics. No singisure makes the infrastructure safe. Each
risk and corresponding protective measure mustideeased and considered as it applies to the
specific organization. Ignoring any of the poteintisks and their respective protective measures
may make it possible for the IT function to be elted successfully.

This really boils down to the fact or notion th#tl&d professionals need to be indoctrinated and
educated in the discipline of Information Assurar@errently, most universities do not have an
IA degree program nor do they spend much time,iwitie terms of their IT degrees, on all in-
clusive security and defensive techniques anddsciihe time for that to change is now. The
world runs on systems controlled by IT. The adegpadtection of this vital function cannot be
ignored. IT degrees that do not have a mandatanpoaent of information assurance and net-
working throughout are obsolete.

Information Assurance Education

If one were to differentiate between computer sgcand information assurance you would
have to consider IA as the protection of the enfireunction rather that just focusing on com-
puter security (although computing tends to bere¢td the IA function). This includes user
training, control and audit procedures, electrdarensics, and physical plant among other ele-
ments.

User training is vital to IA . Half of the “Attacks Misuse Detected in the Last 12 Months” are
caused by insiders (The ann@8l Survey 2007: The 12" Annual Computer Crime and Security
Survey states that insider abuse of network access isds prevalent problem. (59%) pp12-13.
Obtain a copy fronmttp://www.gocsi.cor Internal controls and audit are also vital. Pheb-

lem cannot be eliminated, but it may be reducedtsuibially by using and improving these
measures.

In order to defend an organization’s IT infrastwet those responsible for that must be thor-
oughly trained in IA techniques and tactics. Witthe set of techniques currently used in IA are
many disciplines. Each is comprehensive enougiwhmie careers to be established in the disci-
pline. For example, cryptography or forensics a@asate specialties that provide an entire ca-
reer path. Yet these topics must be included itrafing. Defending a network against the
many external risks is another such example. Ikitng needs to indoctrinate the student with
more than just a cursory awareness of the techsidgsch of the many parts that make up the
whole must be clearly defined and demonstrated.ifidigidual roles in and importance to the
holistic picture of IA needs to be incorporateditttis training.
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Some academics, in my humble opinion, seem to &alisdain for the idea of “training”. If it is
not theoretical, then it should be taught in a Woceal institution rather than a university.
Whether we call it training, indoctrination, explay theory and practice is not really germane to
the issue. What is important is that all IA teclugg and measures are fully identified, explained,
demonstrated (where possible), relevant exercises gand yes, the theory behind each should
be a part of the foundation introduction for ealdment.

The next objection by some academics is that maldidpics do not produce relevant research
and/or publicationsSee:Appendix A for specific criteria). The field of Information Assurance
provides a rich source for many and varied researgjects all of which can produce important
and relevant publications. For example, one of tagents who was studying electronic foren-
sics, did some experiments on host protected deci@ehnique to place information on a hard
drive in a way and in a place that it is protedtedh access through the normal processes of the
operating system). Forensic tools are designedpture the entire contents of a hard drive for
evidentiary purposes (from the first bit at thestfiaddressable location to the last bit at the last
addressable location). This student found out tinchis experiments (and proved) that certain
forensic tools did not capture information storedhis area. The finding was published in the
appropriate refereed Elsevier journal (Bedford,3)d0r all to learn from. This resulted in fo-
rensic products being improved and in eliminatirgding place that could be used by the bad
guys.

The notion that there is no room for “good” reséarcactually nonsense. Cryptographic re-
searchers spend their whole careers doing nothihgelsearch on cryptographic techniques, al-
gorithms, proofs, and methods of attack. Theirltestomprise the content of several refereed
journals. My example is not an isolated instances. ised to make the point: that IA is not only
a practical field of study but that it provides npapportunities for research, experimentation
and quality publications.

What's the Status of IA Education?

In 1998, the President of the United States is®iegettive #63 (Presidential Decision Direc-
tive/Nsc-63, 1998) that started the ball rollingtbe creation of such a degree structure. The jus-
tification for this initiative was to improve theaurity of the US national information infrastruc-
ture by raising the knowledge, experience, and sxyof IT graduates to the importance of 1A
and IA techniques.

The task was assigned to the National Security &géNSA). For those who do not like the in-
telligence community let me point out that thedkdpas a result of the strict vetting procedures
and extremely high intellectual and experientiahsfards required for entry, tend to be superior
in their abilities. NSA, never the less, conspireahferred and collaborated with the public sec-
tor, the private sector and the academic commuaiproduce an IA degree structure that is sen-
sible, considered, and complete in its content.

That structure was used to invite US universiteeagply to become Certified Centers of Aca-
demic Excellence in Information Assurance (CAEIAB)pplication Procedures & Require-
ments,” n.d.). In order to receive that accola@deheauniversity is required to implement the 1A
degree structure and have their program evalugaithst ten pertinent criteria (“Criteria for
Measurement,” n.d.). The applicant university nagtieve a minimum score for each of the ten
criteria in order to become certified. The firsiwarsities were certified in 1999. Today there are
eight-five (85) US universities who are currentgytdied (“Institutions,” n.d.). This certification

is not forever and must be renewed every threesy@éore information about this program may
be obtained from the NSA site established to prentios certification program at
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http://www.nsa.gov/ia/academia/caeiae.xfiihis is one example of a successful programighat
currently operational.

Other countries have shown an interest in protgdtieir respective information infrastructures
and have designed programs of their own, eithergugie NSA model as a starting point or cre-
ating their own from scratch, and are in the preacgamounting or designing and implementing
such degree programs. Some examples are Englasttala and New Zealand and | expect that
there are others.

The NSA model is excellent - thorough and complitteas been collaboratively designed by
some pretty smart people and has a proven trackdeo it provides a good starting point. No
matter what the source, provided that the desigimoough, all universities that offer IT degrees
need to have a look at and consider the possilfigitering their own IT degree structure to
incorporate some, most or all of the NSA model enh{see thepdf documents listed in the
References section of this paper).

In today’s business world, one of the imperative®iprotect the information infrastructure. We
all depend on its availability and integrity. Whatuld happen if the stock market were to be
electronically destroyed? What would happen ifdhidraffic control system were electronically
destroyed? What would happen if the banking sysieens electronically destroyed? What
would happen if the utilities control systems (&ledty, gas, water, etc.) were electronically de-
stroyed?

Just think for a minute about the chaos that woultlr if even one of these systems were to be
successfully attacked and destroyed. If all wesdrdged simultaneously, we would be returned
to the “dark ages”. The rule of law would ceasestst and it would be survival of the fittest (or
the most well armed). The point is that we as @etpcannot afford to allow that. In order to

avert this from happening in the future, we needdocate IT professionals and users. They need
to understand the importance of their actions wémmected to the Internet. We need to produce
IT professionals better prepared to defend thgaoization’s IT function.

Some Obstacles

The first obstacle is usually the university its@lhis kind of initiative, no matter how sensible
and responsible that it may seem, has a tendertoy tesisted by academics in general. It is of-
ten expressed that IA being “forced” on them isrderference with their “academic freedom”.
In other words, they resent that such an initiatiiiginates from outside academic circles (i.e.
government, business, etc.).

One possible solution to this problem is for thedégree to be initiated from within academia as
either a new IT degree or as a replacement foxestireg IT degree or as a modifica-
tion/realignment of an existing IT degree.

The next obstacle or probably more appropriatedynttfain obstacle is funding. New programs
need new funding (usually). Sourcing that fundiag be and usually is an issue.

If the entire degree (all of the courses - thisarely the case) needs to be funded, then finding
the big bucks may be a problem. In most cases, mathe required courses will already exist
within the university courses offered (for examgecounting, business law, statistics, etc.).
What has to be remembered is that the IA degreeant to produce graduates with an ethos of
ethics, responsibility and an IA focus. Many cosrsgy be perfectly adequate without any al-
teration. Others may need only minor additions (gotimg specific courses: programming, net-
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working, database, etc.) Those additions will preevand highlight IA issues providing an un-
derlying theme throughout the degree period, reamg the need and importance of IA.

New courses may include topics like cryptograplggcteonic forensics, policy, continuity plan-
ning and other specialist topics that may not aulyebe available within the university struc-
ture. (See Appendix B: Sample Structure for a BhelseDegree in Information Assurance.). Of
course these need qualified instructors/teachef@gsors and appropriate resources (software
and sometimes specialist hardware). Some of thpsgadist resources can be fairly expensive.
So new funding will be needed for new courses aed support.

In the main, the actual new money required shoatde so much as to make the program an
impossibility. The upside to this whole proposathat these degree courses have become popu-
lar and student numbers tend to produce fund regeugeginning to pay for themselves quickly.
If the US experience can be considered as a mitaefact that the initial seven universities has
grown steadily to eighty-five since 1999 shouldegsome credibility to the idea. Each program
appears to have been successful and their gracaratesught after.

Finally, selling such a program should be pretigyedhe facts surrounding the need for such
degree programs are clear and logically sound.rigleel within the IT community for people
trained in 1A is also clear. So we have a marketlie graduates. We have a market for the de-
gree program - both of which justify pursuing tledegree strategy.

Some Thoughts about IT Professional’s Performance

Before beginning, it needs to be stated that | aharLuddite. For the entire fifty years that |
have been an IT professional, | have reveled inlaoked forward to each new technological
innovation. Rather than jumping on the currentfaddwagon, | have selectively exploited these
innovations and enjoyed every minute of it.

However, there are a few issues that a proper Uitaebn possibly could have perhaps pre-
vented. When the PC came along many of us explditedts fullest and continue to do so. The
early PC was fully in our (the users’) controlditl not do anything that we did not command it
to do. Security was easy. If we followed a few demuiles we could easily be assured that our IT
function (and data) would be protected.

As it turns out, early operating systems were oy wser friendly and we had to remember spe-
cific command line instructions in order to operate PC. Some small improvements were made
to make that a bit easier (batch files, menu prograetc.) but we were still in control.

Word processing was possible requiring less th&@0DD bytes of memory. For that we had the
ability to type and edit text, control and changet$, format text, spell check, grammar check,
mail merge, and consult a thesaurus. Really, taeséhe foundation operations that any word
processing requires. We didn’t have any graphi@bsipy.

The Task Manager tells me that in order to edg gaper, it requires Waogdo be memory resi-
dent - taking up forty-five (45)negabytes. With no document loaded it only takes twenty-nine
(29) megabytes to be resident. These numbers appear to varyrbgrteo megabytes for no ex-
plicable reason. The paper, by the way, is 72,8@8san length. What's wrong with this

9\'}%{‘5{ ?37 it exactly that we are getting from thetyefive (45) megabytes that Wagdequires?

The argument that memory is cheap, computers ayefast, and disk storage is cheap and fast
does not explain away bloated poor quality inefitisoftware. Writing applications in some
voluminous inefficient programming language is @boly very profitable for the vendors of such
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software because it can be done faster (and threrefeaper) but faster is not necessarily better
in this situation.

In the early days of computing, programmers cretitggd code that was fast - it performed very
efficiently. Because it was tight and small, it veesy to document, test and debug.

It could easily be argued that | wish to returnihte good old/bad old days. That is not what this
is about. Rather, it is about education — the ettut@af a whole generation of computer pro-
grammers, most of whom do not really understand wkactly is happening within the com-
puter. They can issue a single command that doayg thangs and not need to understand any of
it - just the outcome.

The argument for that is that it is cost effectiRerhaps, but it seems to me that an IT profes-
sional should know about his/her craft, tools aod o use them to their greatest extent.

Let’s just return to the notion that the user sddag in control of his/her computer and its activi-
ties. Today's operating systems control our PC.d&/@ot. The operating system performs many
functions that we have no control over and mogiyiklo not know about. These have been de-
signed to make it easier for dummies to operatel-they are successful in that respect.

However, these systems make believe that theyaigemen deciding what to do in regard to
digital rights management for example. Why doesopgrating system need to do that? That
function does not in any way improve the perforneaacoperation of my PC. Actually, digital
rights management has absolutely nothing to do mittcomputer and is only relevant to copy-
right holders. They however, have captured those pvbduce operating systems influencing the
design of a tool that is meant to serve the usercarnrupting that into a policing tool.

Some operating systems and applications report teattieir master or masters at their discretion
and without our permission or knowledge. When dé&lgiwve up control of our PC?

If proper IT education was in place for the lasttyhyears, these things would probably not have
happened. We would be using efficient softwaregtesi to fulfill our needs as users without
respect to any other special interest entity. Tieer® need for our software to report our activi-
ties or status to anyone. What purpose does that2&Vhat exactly is the benefit to the average
user of this imposed surveillance? Why don’t weeham option within the application and/or
operating system to just turn these functions off?

Perhaps we need two settings for software and bpgrsystems: 1) for dummies who don't care
about their privacy or control of their PCs and titieer 2) for those who wish to control what
their PC is doing and who it is conversing with.

Conclusions

We've gotten a little bit away from the initial gebt, but it seems to me that we have failed to
produce strong IT professionals over the past nyaays and that its time to wrest control back.
The new crops of IT students need to be instruictdlde efficient use of programming tools -
where efficient doesn’t just mean produce fast.yTieed to understand the importance of In-
formation Assurance as it applies to organizatieyatems and networks as well and to
individual and personal systems. They need to kilawinformation technology is perhaps the
most strategically important activity that occursany organization and that it continuity,
availability and integrity must be protected withexception.
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Additional Sources of Useful Information:

Resource List:

NSTISSI No. 4011, National Training Sandard for Information Systems Security (Infosec) Pro-
fessionals, published byNationalSecurity Telecommunications argformationSystemsSecu-
rity, 20 June 1994, 29 pagéutp://www.cnss.gov/Assets/pdf/nstissi_4011.pdf.

CNSS Instruction No. 4012, National Information Assurance Training Sandard for Senior Sys-
tem Managers, published by th€ommittee oriNationalSecurity Systems, June 2004, 20 pages,
http://www.cnss.gov/Assets/pdf/cnssi_4012.paf.

CNSS Instruction No. 4013, National Information Assurance Training Sandard for System Ad-
ministrators (SA), published by th€ommittee orNationalSecurity Systems, March 2004, 56
pageshttp://mwww.cnss.gov/Assets/pdf/cnssi_4013.pdf.

CNSS Instruction No. 4014, National Information Assurance Training Sandard for Information
Systems Security Officers, published by th€ommittee orNationalSecurity Systems, April
2004, 66 pagesittp://www.cnss.gov/Assets/pdf/cnssi_4014.pdf.

NSTISSI No. 4015, National Training Standard for System Certifiers, published byNational
SecurityTelecommunications arishformationSystemsSecurity, December 2000, 32 pages,
http: //mww.cnss.gov/iAssets/pdf/nstissi_4015.pdf.

CNSS Instruction No. 4016, National Information Assurance Training Sandard for Risk Ana-
lysts, published by th€ommittee orNationalSecurity Systems, November 2005, 38 pages,
http: //mww.cnss.gov/Assets/pdf/cnssi_4016.pdf.

CNSS I nstruction No. 4017, National Information Assurance Training Slandard for System Se-
curity Engineers, to be published by tHeommittee orNationalSecurity Systems, Under Devel-
opment NOT yet availabléhttp://www.cnss.gov/Assets/pdf/cnssi_4017.pdf.

NOTE: The Internet is a fluid living thing with motiean 460 million active hosts. What is valid today
may not be valid tomorrow. One or more of theser@sibs may no longer be active but give them a try.
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Appendix A

Criteria required to become a Certified Center of A cademic Excellence in
Information Assurance (of the ten - those that spec ifically describe ex-
pected academic rigors).

Criteria 4: Academic Program Encourages Research ihA

The academic program encourages research in |1Aiderexamples. This criterion focuses on STUDENT-
based research and is important because reseaishtia relevancy and currency of IA curricula.

Criteria 6: Faculty Active in IA Practice & Research & Contribute to
IA Literature

It is clearly demonstrated that the faculty is\aein current IA practice and research, and couteib to 1A
literature. Substantiate depth and length of fgaetpertise through submission of biographies.

Criteria 9: Declared Center for IA Education or Resarch

The university has a declared center for IA edocedir a center for 1A research from which IA cuatiom

is emerging. The center may be school or univetsiised. (Example: The Computer Science Department
has an officially designated "Center for IA Studiesth a clear link to and sponsorship by the Capdlef
Engineering Sciences, with a charter signed at labte College of Engineering level) Provide doean-
tation of the designation of the Center (e.g. tharter), signed by the Dean or higher, and theianisstate-
ment.
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Appendix B
Sample Structure for a Bachelor's Degree in Informéion Assurance

Title
Year One

Introduction to Accounting & Reporting

Introduction to Business Law

E-Business & Information Systems Dev.

Quantitative Analysis for Business
Law of Obligations in Business
Computer Programming
Information Assurance |
Computing for End-Users

Year Two

Programming & Problem Solving
Information Assurance Il
Database Design & Management
Communications Skills
Algorithms & Data Structures

Introduction to Networking & Protocols

Policy & Continuity Planning

Year Three

Effective Programming
Information Assurance |

Network Design & Administration |
Network Design & Administration Il
Applied Cryptography

Database Systems

Paper Description

Intro - Basioncepts, principles and techniques of
financial accounting
Basic business lampleasis on using & meeting
statutory requirements
Foundatigid® for developing information systems
& applications
Descriptive arfdrential statistics - application to
business research & practice
Law of contractstdpintellectual property, sale of
goods, etc.
Algorithm development - axtré&ft of computer pro-
gramming
Introduction to the idead athos of protection of the
IT function
Graphics oriented presimtaéchniques.

Programming in modermgramming languages
Techniques for protectihg IT function
Topics related tdioakd database design, construc-
tion & management
Critical understanding of coumications theory,
processes, & techniques
Data abstraction &ittivarious types and uses within
algorithms
Exploratiofinetworking theory, principles & tools -
foundation for net admin
The corner stones Af policy, disaster recovery
planning and backup

Reliable implementation afalthms and systematic
verification

Designing and implemegtiudit and Control proc-
esses and measures

Network admin gtices, tools, and security tech-
niques (Novell & Windows)

Internet, fireWa& server construction, operation and
maintenance (Linux)

Mathematical understandingpasic principles of
cryptography

Database design, tuning, obfettistributes sys-

tems
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Business Ethics Ethical issues in business inctudthical theory and
reasoning

Year Four

Information Assurance IV Risk analysis and advarteetiniques for protecting
the IT function

Networking & Security | Administering and protedia local area network
(comprised of the three LANS)

Information Assurance Project | Practical projeetriable topics) applying IA tech-
nigues

Networking & Security Il Administering and protemgj a local area network
continued

Information Assurance Project Il Practical proj@aariable topics) applying IA tech-
nigues continued

Computer Forensics Policy, first responder andebbnology of electronic
forensics
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