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Abstract

Conventionally, enterprise services that can deeti by mobile devices such as E - mail, instant
messaging, data transfer, news and event notdicéiave been typically achieved using GPRS
(General Packet Radio Service) connections to adoeernet servers that provide these services.
Thus, even in a local area, disadvantages sudalllakependence on GPRS service providers,
incurred GPRS costs and slow data/communicati@s @ainstitute formidable drawbacks. This
paper describes a system /Architecture (BTSerwhich these same services can be supplied via
Bluetooth, with notable benefits such as high dates, minimal dependence on external (GPRS)
networks, higher security (internet attacks araltptvoided) and reduced cost, in a localized
setting such as a corporate house.

Keywor ds: Bluetooth LAN, Bluetooth Programming, JSR 82 Abbile computing, J2ME
MIDlet

Introduction

Mobile computing is, basically, the use of heteragmis mobile devices (such as mobile phones
and Personal Digital Assistants, Notebook compytarsl a variety of embedded computer sys-
tems (such as smart cards and vehicle onboard demsjpin achieving computing needs “on the
fly” (“Mobile Computing”, 2007). Services for mdbidevices are the back bone of mobile com-
puting which is fast becoming a major means ofrimfation dissemination, in corporate organi-
zations.

Currently, the internet is the major framework thgh which enterprise services are provided to
mobile devices, in which devices con-
Material published as part of this publicationheiton-line or ?he.Ct to :Eedse;fverslwa GPRS. Ihough
in print, is copyrighted by the Informing Sciencsstitute. IS me 0d ofrers large ayea ot cover-
Permission to make digital or paper copy of parlbof these ~ age, it also has characteristic features

works for personal or classroom use is grantedowitifiee such as:

provided that the copies are not made or distribéde profit

or commercial advantage AND that copies 1) bearribiice . Dependence on GPRS Network
in full and 2) give the full citation on the firpage. It is per- from GSM (Global System for Mobile

missible to abstract these works so long as cigditven. To Telecommunications) Provider
copy in all other cases or to republish or to mwsa server or '
to redistribute to lists requires specific pernossand payment GPRS Costs,

of a fee. ContadPublisher@InformingScience.otg request

redistribution permission.
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. Low Data Transfer Rate,
. Security Risks associated with internet transastion

These features reduce the efficiency and econofmgweed, especially when considering a local-
ized environment such as a large office block, whetranet services provided are intended for
“in house” consumption. However, these servicesatam be made available via Bluetooth. Why
connect through GPRS, incurring costs, to check ydtanet mail or send instant messages to a
colleague or upload sensitive data to your bosgnwlou could handle that effectively via Blue-
tooth connection on you mobile device, providedrteeessary system is available? Bluetooth
LAN connections, which are fairly common today, ased for interconnecting small devices
such as printers, PDA’s (Personal Digital Assistaahd notebook computers simply for data
sharing. This paper explores the angle of utilizing same Bluetooth links for providing enter-
prise intranet services to mobile devices (Bludiaatpable Smart Phones and PDA’s) in an effi-
cient manner.

GPRS or Bluetooth?

This section discusses characteristics of the GRRISBluetooth standards for data communica-
tion, relevant to services provisioning on mobisides.

Overview of GPRS

According VOCAL Technologies (2001), “GPRS or Gexiétacket Radio Service is a packet
switched technology, based on GSM. The radio ahaark resources of GPRS are only ac-
cessed when data actually needs to be transmittegebn the GPRS mobile user and the GPRS
network. This data is divided into packets andhenttransferred via the radio and core GPRS
network. Between alternating transmissions, no GR&®ork resources need to be allocated.
GPRS offers up to 115 kbps, depending on the n&taxailability, channel coding scheme and
terminal capability. This increase in speed in GRRS respect to GSM is achieved by using
more than one timeslot of the TDMA frame.” “TDMAifme Division Multiple Access) is a
technology used in digital cellular telephone comination that divides each cellular channel
into three time slots in order to increase the amhofidata that can be carried “ (TDMA, 2006).
“Due to the packet switched characteristics of GEiSallocation of the available timeslots may
vary from one instant to the next (e.g. it may h&tameslots at one time and 4 later on)” (VO-
CAL Technologies, 2001).

“The General Packet Radio Service (GPRS) is a riduevadded service that allows information

to be sent and received across a mobile telephemerk. It supplements today's Circuit wireless
Switched Data and Short Message Service” (VOCALhRetogies, 2001)}our coding methods

are available for GPRS data transmission — CS1, CS3, CS4 and are selected for use based on
the prevalent environmental conditions. CS1 and @f& good error detection and correction

with low throughput, while CS3 and CS4 have nebligjierror correction or detection capabili-

ties, but have high throughput.

Relevant GPRS features are given below
» Compliant with Layer 1 Radio, Layer 1 Vocoder,Lage®. 3 ETSI GSM phase 2+.

» Table 1 shows the different data rates that casch&ved with the different coding tech-
niques:
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CSs1 CSs3 CHA
User Data Rate CSs2

1 Timesot 9.05 kbps| 13.4 kbps 15.6 kbps  21.4 kbps

8 Timedlot 72.4 kbps 107.2 124.8 171.2 kbps
kbps kbps

Table1l: Dataratesfor GPRS (VOCAL Technologies, 2001)

» Because it is packet switched traffic, new prote@id channel types are required. The
mobile device is permanently attached to the ndkwmoviding a virtual connection
without cost and data transfer (Attach). Attachceidure is executed whenever an en-
abled mobile station is switched on and needsftorimthe network about its presence.
(VOCAL Technologies, 2001)

» The two peers of a attach procedure are the mstziteon (MS) and the Serving Support
Node (SGSN). Depending on the availability of paeket Common Control Channel
(PCCCH), the Attach procedure may be executed mul€iCommon Control Channel
(CCCCH). (VOCAL Technologies, 2001)

» Each wireless service provider's pricing plan f&fRS differs. Generally, providers offer
a set amount of data for a certain fee. For exanaptarrier might offer 3aMB (Mega-
bytes) of data transmission per month for $15.86,charge an additional $.05 per KB
(Kilobyte) for anything over 3MB (“How much doe<G#PRS service plan cost?” n.d.).

Overview of Bluetooth

Bluetooth is a great protocol for wireless commatian, with several advantages such as high
data transfer rate (over 1MBps and up to 2.1 Mbp&hhanced Bluetooth channels), low im-
plementation cost, automatic connection low interfiee, while consuming only 1 percent of the
power consumed by conventional Wi-Fi (Wireless camimation technology). The Bluetooth
protocol can be used just like any other protoochsas HTTP (HyperText Transfer Protocol),
FTP (File Transfer Protocol ), SMTP (Simple Maibfsfer Protocol) ,with signal area of cover-
age of 100m for class 1 USB which can be extengett 00m (using a 5 dbi 2.4GHz antenna).
Bluetooth operates in the 2.4GHz (GigaHertz) bamdvireless communication.

“In order for Bluetooth devices to communicate gy, they all need to conform to the Blue-
tooth specification. The Bluetooth specificatiakelany other specification, defines the standard
that a Bluetooth device should adhere to, as vgetukes that need to be enforced when commu-
nicating. The Bluetooth protocol stack and proftlegether comprise the Bluetooth specification”
(Hopkins, 2006). Currently, mainboard chipsets rfaost laptop computers are equipped with
Bluetooth technology. “The Bluetooth radio utilizesignaling technique called Frequency Hop-
ping Spread Spectrum (FHSS). The radio band iglédvinto 79 sub-channels. The Bluetooth
radio uses one of these frequency channels atemdime. The radio jumps from channel to
channel spending 625 microseconds on each chadeete, there are1600 frequency hops per
second. Frequency hopping is used to reduce intexde caused by nearby Bluetooth devices
and other devices using the same frequency barabtA® Frequency Hopping (AFH) is intro-
duced in the Bluetooth 1.2 specification and idulsshen a device communicates through both
Bluetooth and Wi-Fi simultaneously (e.g. a laptapmputer with both Bluetooth and Wi-Fi
equipment). The frequency hopping algorithm cam taeoid using Bluetooth channels overlap-
ping the Wi-Fi channel in use, hence avoiding ifiet@nce between your own radio communica-
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tions” (Klingsheim 2007). A Bluetooth network magnsist on a maximum of eight intercon-
nected devices to form a Piconet.

GPRS has a standard data rate of 172 kbps maximudafa transfer and involves significant
setup and configuration resources. These charstitsrof GPRS and the above mentioned ad-
vantages of the Bluetooth standard therefore méket&oth the communication standard of
choice when implementing service provisioning tditedevices in a localized setting.

Brief Review of an Existing System

Considered in this research study, is the “Rematatt@l by Phone” RCP (Basta, Boubes, Jabal-
lah, & Al Saoudi, 2006). The RCP describes thegiesi a system that makes uses of an applica-
tion running on a mobile device to control a PCramied to it via Bluetooth. After necessary
authentication, authorization, the mobile devicer¢hlPDA’s and Smart phones), runs an applica-
tion that provides the following services:

- Mouse Mode:
“The mouse mode enables the user to perform basicenmotion, right and left clicks con-
trol; moreover, RCP's mouse mode has the pageupagetiown keys to make navigating
through the desktop or any document easier.”

- Keyboard Mode :
The keyboard mode types capital and small letiecan also type numbers, in addition to
that, the keyboard mode has 29 symbols. The keglbnade also has the F5, Esc, and Caps
Lock keys; the presence of these keys is very ussfecially for applications like Microsoft
Power Point.

- Shortcuts Mode:
This mode assigns keys on the phone's keypad tzafypns available on the server side, so
as to make the process of running applicationgebagionly a click of a button. Users can
assign up to 10 different applications to the plsdey pad.
(Basta et al, 2006).

“Services of the RCP are limited to achieving cohtf the standard input peripherals (mouse
and keyboard) of a PC and it is efficient in apgicns such as PowerPoint Presentation.” (Basta
et al., 2006)

While the BTServ System uses similar lower levehaecture in the design of the server and
client side, it essentially has different serviod functionality features. BTServ is intended for
implementation in corporate houses and it provetgsrprise services which are consumed by
multiple client devices.
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Figure 1. Schematic Diagram of the BT Serv System.

Figure 1 shows the client server architecture efBiServ system comprising two major parts:
the PC Server which provides the services and ttglendevices which are the client. J2SE (Ja-
va 2 Standard Edition) has been selected for dpiwgjserver side software and J2ME (Java 2
Micro Edition) for the client software, connected Bluetooth.

Services provided to the mobile clients include:

Mail

Instant messaging
Presence Information

News

Data/File Exchange

Utilities

Server Side Layers

J2SE Sever Side Application
“Service Manager”

Sun JSR 82 API

BlueCove Bluetooth Stack

MS Bluetooth Stack SP2

USB Bluetooth Dongle L-_

Figure 2. Layersof the Server
(Adapted from Basta et al., 2006)

The server side is divided into many layers stacked on the other. Each layer receives data
from the one beneath it, processes it, and delihersesult to the layer on top of it. This design
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adheres to the component based design which posgitgh level of coherence and cohesion.
These two measures are highly preferred in thesogpbrary software engineering trends.

The bottom layer as displayed in Figure 2 is theeRloth hardware; on top of it is Microsoft's
XP2 Bluetooth Enumerator and Radio (a componetit@Microsoft Windows , Service Pack 2
), which fetches the data received from the hardvayer, USB Bluetooth Dongle, and delivers
this data to BlueCove's Bluetooth stack after pasgirough the Java Native Interface (JNI) tool;
this JNI tool acts as a translator between MicritsofP2 Bluetooth Enumerator and Radio and
BlueCove's Bluetooth stack.

A Bluetooth stack is a device driver that relieslo® operating system's access to Bluetooth
hardware, and there are several Bluetooth stackdens available for use. The BlueCove Blue-
tooth stack is used here, because of its platfadapendence and being open source.

On top of BlueCove's Bluetooth stack is Sun's Migatems Bluetooth API, this API is standard-
ized as the JSR-82; this API gives programmersliilgy to perform Bluetooth operations which
are discovery, device management and connectiBagt@ et al., 2006).

The top layer (Service Manager) is a set of J28Esels, each of which performs a certain task.
When data, which represents commands/requestbpém client device, reaches this layer, it
gets investigated to determine what type of comniargpresents - mail data, IM Data, file ex-
change or any other service request. To send statgyto clients, RFCOMM protocol (known as
thevirtual serial port protocol because it allows a Bluetooth device to simulageftimctions of a
serial port) of the Bluetooth protocol stack isdise

Client Side Layers

J2ME Midlet Application
KVM JSR 82 API

Phone OS Bluetooth Stack

Phone Bluetooth Chipset

Figure 3. Layersof the Client Side
(Adapted from Basta et al., 2006)

The client operating system, which is in many c&gsbian, for smart phones or Windows CE
for PDAs, has built in Bluetooth libraries that aneailable to programmers. The client side uses
these libraries to perform Bluetooth operationguFe 3 shows the various layers of communica-
tion on the client device. The J2ME MIDlet applicatcommunicates with the KVM (K Virtual
Machine) JSR 82 API, the phone OS Bluetooth stBhietooth chipset. The lower three layers
are inbuilt by device manufacturers.
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Figure 4. Component Diagram of J2SE Application on Server

Figure 4 shows the software architecture of theviSe Manager” Software running on the PC
Server that essentially provides the servicesnsists of components made up of software
classes written in J2SE (Java 2 Standard Editioplpéned below:

Connection Request Handler:
Contains class that receives connections, autlaesipasskey for communication chan-
nel initialization.

Data Request Processor and Module Selector
Classes here analyses tags/header of data selntittg @nd selects which of the service
modules to direct the request to.

Service Module :
Suite of classes that carry out actual Email, mstaessaging, file transfer , data backup ,
presence information and logging services.

Data Storage Module :

The classes here are involved in ensuring datspence, by using a DBMS (Database
Management System — here MSSQL is used) and diedadi store data on the server.
Data such as registered device name and ID, mawsNInstant Messaging data are
stored here.
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Figure 5. Component Diagram of J2ME Application on Client

The client software is a J2ME (Java 2 Micro Micdition ) MIDlet application, that implements
the MIDP (Mobile Information Device Profile) 2.0qgfile and CLDC (Connected Limited Device
Configuration) 1.0 Configuration.

A MIDlet is a Java application designed to be raraamobile device. More specifically, a MID-
let has as its core Java classes the CLDC and NNRiehow, 2001).

Figure 5 shows the components of the Client sofiwand their functions are described below:

i. User Interface/Display: This provides the mobile device user with an fiaiee
to carry out service request .Designed using J2BIEH, it also displays request results,
such as news, mail data, etc.

i. Service Menu Selector : This interface actively displays the user serviemm

ii. Service Processor Module : This handles communication with the server.
Each data stream received by the client is reatiibynodule, and from data header in-
formation, it determines data type i.e. mail, IMglant Messaging), News, and selects
the right interface.

Mode of Operation

After installation of the server and client sideftaare, at first run the client searches for serve
(using Universal Unique Identifier — UUID, and sees offered) and sends a connection request.
Server then checks if the device has been listeddionection in its internal database and grants
access to services or starts the device registrptiocess. After device registration, services can
now be accessed. Subsequent connections to theesepvovided by the server will be authenti-
cated and authorized using device registration elatiared on first run.

Several considerations have been made concerringtyeof the system.

» Passkey for communication channel initializatiohasdled on the software layer and not
by the user.

* Only a client device that has the service ID ofdbevices provided by the server can
connect to and use those services. In this cagenwothile devices that have the client
software running on them.
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Presently, using servers with Bluetooth 2.0 EDRah@hced Data Rate), 7 client devices can
communicate simultaneously with an instance oBletooth Server Service Manager.

Significance and Justification
Service provision to mobile devices will allow for:

* Maximum and efficient use of the computing resosinmade available by mobile de-
vices, enabling users to conveniently “stay corgeon the fly”.

* Non Dependence on GPRS Network providers, for supgpkervices to intranet users on
the mobile platform, thus achieving a low costantt in which mobile devices (PDAs
and Smart phones) are the intranet clients.

* Reduced cost of service provision, as GPRS costotlly cut off. Bluetooth connec-
tions are easy to implement, common and low co&0@m Bluetooth dongle cost about
$30 USD

» Standard data exchange rates attainable indepenalethtird parties such as network
providers.

» Higher dependability and reliability of the Bluetbeservice provisioning system, be-
cause security measures can be implemented atusdéweels, since all parts of the sys-
tem not depend on external parties like networlkiplers.

* An extendable system in which more services carorutne proposed framework. Vari-
ous company specific applications can be integrategrovide services to mobile users.

» Addition of economic value and increased businessrtial to the standard Smart
phone/PDA.

Conclusion

With the implementation of this system, corporatades can achieve better and more predictable
service provision to their mobile users, incur legst, have full control over system stability, and
implement security better. However, as regardsuityigthis system is best deployed within cov-
erage area of Bluetooth server signals - a lochlmtting. Deploying it across a large area is not
within the scope of this paper.

Intended future work on this research is givenelo

» Considering the limitations of this system, (lowaof coverage, limitation of maximum
number of active connections), work in underwaydéweloping a grid architecture, in
which several PC Servers will function in unisom gmovide services to a wider area of
coverage and a larger number of client mobile ad=viDeveloping an efficient means of
communication between the devices, the PC Serverslgénts is being concentrated on
presently.

* Expand the horizon of services that can be provilezligh this architecture, to mobile
users. The Bluetooth standard is continually unoieggevolution and presently set to
harness the speed of 802.11 conventional wirelless,event applications that require a
faster data rate can be incoporated (“Bluetootthiielogy,” 2008)

* Make provision for modular extensions which wilbal easy integration of with Enter-
prise Services (e.g. ERP packages) into the BTSgtem. The BTServ framework
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