Issues in Informing Science and Information Technology Volume 5, 2008

Online Privacy Analysis and
Hints for Its Improvement

Tanja Kruni é and Ljiljana Ruzi é-Dimitrijevi é
The Higher Education Technical School of Profession al Studies,
Novi Sad, Serbia

llaga@eunet.yu; krunic@nspoint.net

Abstract

The idea of the paper isto investigate how muehahline user privacy is respected by website
owners, and how online privacy can be improved.fiéefocus ourselves on issues like possi-
bilities of misusing personal data, data collectang user-tracking. Then we give a short report
about legislation in the EU conceming user privacy

Some facts about user confidence are given asWeadly are follows by a brief list of hints for

the users to protect their personal data whenngutfie Web. Then we give an overview of ac-
tions website owners should take in orderto supysar privacy. Finally, we present the results
of our investigation of the condition of user priyadn practice, and give some suggestions on its
improvement.
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Introduction

Twentieth century technology provides various comioation means. The Internet is a powerful
interactive and multimedia communication mediunedfig numerous activities. Many compa-
nies utilize the Intemnet forthe enlargement @fittbusiness. They create websites for advertis-
ing, contact information, e-shopping, etc.

Modern people use the Internet for diverse purpesel as information, education, entertain-
ment, e-shopping, etc. All these services are Usadtiat the same time can be misused, as well.

There are a lot of cases of misuse, from malicgmupts causing various types of damage on
user’s hardware or software, to jeopardizing pealiignby misusage of personal data. The Inter-
net users have very soon become aware of thefridednternet usage. They are worried, some-
times unnecessarily, but sometimes with a reason.

Today almost every compuer is equipped with sontiwiaus software providing several levels
of protection. Complete protection is
Material published as part ofthis publicationheitondine or ~ IMPossible because of the expanding
in print, is copyrighted by the Informing Scien ostitute. skills of virus authors; still users may
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directly. Websites can collect such data in difiengays, without user’s knowledge, and some-
timesthe user is compelled to provide own persda@ in order to perform an activity onthe
Web.

Website visitors may improve their personal sabstyecognizing possibilities of misusing per-
sonal data and howthey can protect themselvesddition, there is a set of recommendations
given by W3C organization about many web issuescaredofthem isthe user’s privacy.

Possibilities of Misusing Personal Data

Surfing the Web people are daily askedto fill fautns dealing with their personal data. They are
mainly asked about their name, family name, hondeessd, telephone number, date of birth,
hobby, profession, business, loan, credit card reup@bc. Unfortunately, there are numerous
possibilities of misusing someone’s personal datewill mention several of them:

» Spam. Sending undesired e-mails is a very common migtipersonal data. Companies use
data collection and user tracking for finding osewuhabits and interests, which can be mis-
used for sending spam. Moreover, companies oftarestollected personal data with other
companies. For example, (“‘Privacy matters”, 200&) Double Click company claimed in
January 2000 to exchange collected personal déha e Abacus Direct Company. The
same source mentions also some companies withcimaroblems that tried to sell their
personal data collection in order to survive onrtteeket, like Toysmart.com in June 2000.
Fortunately, the above mentioned company renouricedata selling, after solving their fi-
nancial problems in another way.

e The misuse of credit card numbers Credit card numbers can be misused after sednity
dents. Such incidents happened for example, in 20@reditCards.com, Eve.com and Ama-
zon.com. An investigation made by Gartner andislénteractive, shows that among 1.000
adult online users in a period of 12 months, thveme 7% of victims related to a credit card
information misuse, (Knowledge Leader, 2006). @hseveral methods for credit card mis-
use is known as spoofing. Namely, criminal groupae entire websites ortheir parts con-
cerning credit card information and product purahgsassuring clients to be the very legal
website of a trademark company. They mainly gffiedducts at a significantly lower price
then the usual, which is an additional motive feogle to purchase products at the false
online store. After the collection of credit candbirmation, the deceived clients are e-mailed
about the successful transaction, so the cliemseedly understandthey are misused.
Clearly, there are many moretypes of credit cemdds; we do not aimto mention them all
in this paper. For additional information about huels of credit card misuse, we refer to
(Simovic, 2006).

However, an annual analysis of the National InfaromaCenter-a (NIC) for 2005 year,
(“Internet scams fraud trends,” 2005) claims that &amount of registered credit card misuses
in 2005 values $13.863.003.

» Cirime. Personal data collectors can sell personal datérhinal groups. Such an example is
mentioned in (“Privacy matters,” 2001). After bugijewelry online, the client’s personal
data was sold to a criminal group which robbedathieson several days later. Another exam-
ple is about ateenager who used the Webto fintheuaddress of a girl he liked in order to
kill her (Powell, 2000).

» Secretserviceslt is well known that the FBI in the USA owns a usacking system
DCS1000 (“Privacy matters”, 2001). That systermigalled at Intemnet providers in order to
track suspected people under investigation. Gréapprivacy protection are concerned
about misusing the system for tracking unsuspegtegle as well.
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Data Collection and User Tracking
Let us explain the most common ways of data catiecand user tracking.

* Formsreferto the main data collector present at almdgin-line stores. Before purchasing
products, users are asked to fill out forms wittadacluding name, credit card number, age,
address, etc.

* Formsusingget. There are two form submission methods: post andméte case of using
the get method of form submission, the web browastaches the submitted data to the web
server URL, andthe web server places it into teguest collectionHowever the get
method of form submission is known for its privaaynerabilities (Jams#&ing, & Ander-
son, 2002)since the submitted data can be read from the URlkeas. Unfortunately, web
designers use the get method frequently, sincawidely web-browser supported. Neverthe-
less, it is more secure to use the post methoaraf Submission, sincethe web browser
sends the submitted data through the head of tiiéHmessage. Then the data is seen by the
web server as a part of the Request.Form collectiafortunately, this method is not sup-
ported by all web browsers, so it is less used tharget method.

» Cookies.Cookies are text files stored on users’ comp uleshsites use them to collect in-
formation for their own purpose. Cookies can becdbsd like placeholders that indicate one
has already visited a web page or remember the'yz&ferences. Such cookies are harm-
less, since they only contain information meantusars’ benefit. However, some companies
use cookiesto track users’ behavior on the Webending on whether the cookie is a first
party orthird party cookie.

» First party cookies either originate on or are sent to the websiteea isscurrently viewing.
These cookies are commonly used to store informasioch as preferences when visiting
that site.

« Third party cookies are not set by the visited website, but rather bigeaon another loca-
tion. This isthe case with most advertising baan€here are also companies that readily
abuse the technology in order to track web surdérsver the Intemnet. One such company is
advertising giant DoubleClick wnvw.doubleclick.com. DoubleClick is a company that de-
velops and provides Internet advertising servigechfiology and servicethat place adver-
tisements on websites). Its clients include agenamarketers (Universal McCann Interac-
tive, AKQA etc.) and publishers that serve cust@rike Microsoft, General Motors, Coca-
Cola, Motorola, L'Oreal, Palm, Inc., Visa USA, Njkearlsberg among others. (For more in-
formation see DoubleClick, 2007). However, cookdes designed to be accessible only by
the site that sets them. DoubleClick is said tolakp loophole by running ad banners from
its own servers, and using those serversto seteatticookies, see (“Cookies,” 2005). Dou-
bleClick has ads on thousands of websites ande=hany cookie set by any of them. So
DoubleClick uses these cookies to track web suffers one website to another.

* Web beacons Generally, a web beacon (“What is a web beac@@®5) consists of a small
string of codes that represents a graphic imageest@n a web page or e-mail. There may or
may not be a visible graphic image associated thithweb beacon and often the image is de-
signed to blend into the background of the web pagemail. Web beacons may be deliv-
ered from the same or from different domain thanvleb page or e-mail viewed. They may
be used by the party responsible for the web pagemoail viewed (first-party web beacons)
or by the third-party (third-party web beacons).

» Third party links are links connecting the visited website with asiibnot currently
viewed.
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Legislation

The Intemet user privacy in the European Unioiesain the Directive 2002/58/EC of The Euro-
pean parliament concemingthe processing of patsiata and the protection of privacy in the
electronic communications sector. T he documenttpdothe Internet as a service that opens
new possibilities for users, as well as new rigkgteir personal data privacy. It also obligatiks a
member statesto provide specific legal, regulatarg technical provisions inthe case of public
communication networks, in order to protect fundatakrights and freedom of natural persons
and legitimate interests of legal persons, in pakar with regardto the increasing capacity for
automated storage and processing of data relatingiscribers and users. Also, those regulatory
and technical provisions adopted by the membeestancerning the protection of personal data,
privacy andthe legitimate interest of legal pessdmthe electronic sector should be harmonized
in order to avoid obstaclesto the internal madfetlectronic communication. Harmonization
should be limitedto requirements necessary toagtae that promotion and development of new
electronic communications services and networkedoeh Member States are not hindered. In
the following section we provide details of sevagbects ofthe Directive; for more details see
Directive 2002/58/EC (2002).

The prohibition of storage of communications areltélated traffic data by persons other than
the users or without their consent is not intentdgakohibit any automatic, intermediate andtran-
sient storage of this information in so far as thies place for the sole purpose of carrying out
the transmission in the electronic communicatiogtswrk and provided that the information is
not stored for any period longerthan is neceskaryhe transmission and for traffic management
purposes, andthat during the period of storagethédentiality remains guaranteed. Where this
is necessary for making more efficient the onwaad$mission of any publicly accessible infor-
mationto other recipients ofthe service uponrtheuest, this Directive should not prevent such
information from being further stored, providedtttfas information would in any case be acces-
sible to the public without restriction and thay aata referring to the individual subscribers or
users requesting such information are erased. @miiality of communications should also be
ensured in the course of lawful business pracpagjcularly where necessary and legally author-
ized communications can be recorded for the purpbgeoviding evidence of a commercial
transaction. Directive 95/46/EC appliesto suctcpssing. Parties to the communications should
be informed priorto the recording about the reraydits purpose and the duration of its storage.
The recorded communication should be erased asa®paossible and in any case atthe latest by
the end of the period during which the transactian be lawfully challenged.

Terminal equipment of users of electronic commuigoa networks and any information stored
on such equipment are part of the private sphetieenfisers requiring protection underthe Euro-
pean Convention for the Protection of Human Rigimdé Fundamental Freedoms. So-called spy-
ware, web bugs, hidden identifiers and other sinmdkvices can enter the user's terminal without
their knowledge in order to gain accessto infofomatto store hidden information or to trace the
activities ofthe user and may seriously intruderughe privacy of these users. The use of such
devices should be allowed only for legitimate p@gs with the knowledge of the users con-
cerned.

However, such devices, like cookies, can be aitagie and useful tool, for example, in analyz-
ing the effectiveness of website design and adsied; and in verifying the identity of users en-
gaged in on-line transactions. Where such devioe&stance cookies, are intended for a legiti
mate purpose, such asto facilitate the provisfanformation society services, their use should
be allowed on condition that users are provideti witar and precise information in accordance
with Directive 95/46/EC (Directive 95/46/EC, 19%Hout the purposes of cookies or similar
devices so asto ensure that users are made afnafermation being placed onthe terminal
equipment they are using. Users should have theroypity to refuse to have a cookie or similar
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device stored on their terminal equipment. Thigagicularly important where users other than
the original user have access to the terminal egeip and thereby to any data containing pri-
vacy-sensitive information stored on such equipmefbrmation and the right to refuse may be
offered once for the use of various devices taistalled on the user's terminal equipment during
the same connection and also covering any furterthet may be made of those devices during
subsequent connections. The methods for givingnmébion, offering a right to refuse or request-
ing consent should be made as user-friendly ashpesaccess to specific website content may
still be made conditional on the well-informed gu@mce of a cookie or similar device, ifit is
used for a legitimate purpose.

Also, European countries not being members of tirefiean Union are making efforts in order
to harmonize with the EU Directive 2002/58/EU. Eaemple, the Serbian parliament created a
law in this manner (The National Law about Advéngs 2005). The mentioned law pointsto the
Intemet as an advertising medium, and hence spahadvertising e-mails with the false identity
of the sender are strongly forbidden.

User Confidence

The authors of this paper made a short investigatimut user confidence in Serbia (Krunic,
2006). Web users of different ages, sex and interesre asked questions about the importance
of personal data privacy. We will give onlythe magsults of the investigation herein. 85% of
the users were concemned about others accessingtngonal data. Especially if the personal
data included the credit card number, 60% ofthanteledthetransaction. About 50% of them
explained they were afraid of hackers who couldgeir credit card numbers. About 25% of the
users did not want to sharetheir personal dabader to avoid getting spam. Only 10% of the
users did not mind sharing their personal datac@elude that there is a low rate of user confi-
dence in Serbia. Additionally, more than half oétisers asked for a better control ofthe use of
their personal data. On the other hand more th&n @Che users gave false personal data when
filling a formto be sure that no one could mistiseir personal data. It is interesting that about
40% of the users were not informed about what\eapyi statement is, aimost the same number of
users asked for a privacy statement before entarimnline shop, while about 20% of the users
did not care about privacy statements.

Another investigation made on 603 Web users irLi8&, Great Britain, Germany and France,
(Trendsand Attitudes in Information Security, 2006) claims that athough 63% of all users feel
secure during internet transactions (57% in the UE8% in the UK, 72% in Germany, and 71%
in France), 43% of all users (41% in the USA, 45%hie UK, 30% in Germany and 57% in
France) do worry about others accessing their patsiata.

Hints for Users to Help Protecting Their Own Privac  y Online

It is obvious thatthere is a growing risk for thesuse of personal data through the global use of
the Intemet. Fortunately, users themselves camldbto protect personally identifiable informa-
tion that is gathered about them whenthey surigibe Internet or enter online stores. Let us
introduce some actionsthey can take to protedt tiven personal data. (For more details see
“ABC'’s of Online Privacy,” 2003; “Rules and Tool003; “Privacy tips,” 2003)

Rules to remember for protecting personal privacy:

- Look for a privacy policy on every website that asks youto register or ijgminforma-
tion. A credible privacy policy should be easy iaifand easy to understand. Most ethi-
cal web-sites put alink to a privacy policy rightthe home page. The policy should tell
you exactly what information a website collects amét it is used for. If the website
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shares the information with anyone else it shoeldybu and give youthe option of re-
stricting such a use. A privacy policy also shawlllyou abou the security used to pro-
tect your personal information and how you can lapthe information that is collected
about you. Nowadays, all consumer websites that iindormation ethically have privacy
policies. Look forthem and use them and only ites svhere they are provided.

« Look for a privacy seal. These seals, (Figurel) which are arecent infmvagive as-
surance that a website is abiding by its postegpyipolicy. BBBOnLine
(http://mww.bbbonline.orga subsidiary ofthe Council of Better Businessdaus) and
TRUST e (wvw.truste.ord/ seals provide a mechanism to handle complaintsobhgum-
ers who feel their privacy has been violated. Téedssalso mean a company has insti-
tuted systems for practicing what it preaches apduacy protection. Web Privacy Seal
builds confidence between business and consumedghtifying business with reliable
privacy practice. For example, TRUST e&al marks companies that adhere to TRUST e's
strict privacy principles, and comply with the T RISWatchdog dispute resolution
process. Principles include:

o Creating a privacy policy to be reviewed by TRUST e;

o Posting notice and disclosure of collection andprsetices of personally identi-
fiable information; and

TRUSTe

PRIVACY

TO VERIFY

Figurel: Privacy seals

o Giving users choice and consent on how their inftiom is used and shared.

« Donotunder any circumstances give your passwora tanyone Hackers and scam-
mers often try to entice youto give you passwhbrdugh a variety oftricks. Be careful.
Use different passwords at different websites drahge your passwords every now and
then.

« Use asecure browsethat complies with an industry security standauth as Secure
Sockets Layer (SSL) that encrypts or scrambleshagecinformation.

« Print a copy of your purchase orderand confirmation number for your records when
shoping online.

Checklist for reading a privacy policy
When reading a privacy policy, there are questiansshould ask:
* What information does the company collect about me?

Everyone should know what information is collecadstbut him/her. Websites may collect differ-
ent information from users. It depends for whatppse it will be used. It may be personalinfor-
mation like name, e-mail, mailing address, phomalper, a credit card number, etc. Sometimes
guestions are about your personal preferencesara bbout your needs and wishes.
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» Isthe information necessary for the online agtiviam engaging in?

If you are ordering products online, it is undengtable that your personal data (hname, address,
credit card number) are necessary, but not infdomatbout your preferences. T his information

can be collected for future market or share witteos. Therefore, you can decide notto release
that information.

e How does the site collect information about me?

Most websites use cookiesto recognize our compliganext time we visit. They store informa-
tion about domain and host from which we accesdntteenet, IP address of the computer, the
date and time, andthe Internet address from wivielare linked to the website. We can deacti-
vate cookies, but it may limit our activities inthvebsite.

 Howdoes the site use personal information onceabllected?

The information can be used for completing a trenea and the payment. In some casesthe
information can be shared with other companiesdtparties, due to sending you information
you may be interested in.

« Do | have a choice about the way the informationualne is used or shared? How can |
make that choice?

Websites mainly use portions of information to done transaction with the user. In addition,
they may use information on the user to send fubtfers, or share it with others. In these cases,
sites have to enable a choice about whether dhegtmay use the information in such ways.
That choice can be made by providing an opt-ou bakling a toll-free number or writing di-
rectly to the company.

+ What assurances do | have thatthe informatiomatepted?

Websites can use a variety of secure techniqupsotect your information, like secure servers,
firewalls, and encryption of financial date. If ypwovide personal information in chat rooms,
forums, etc. inthese sites, it is available tceothsers.

+ Can | access the information collected about me?

Website should offer accessto your online profitesequesting a copy of your profile at the
contact address.

» Doesthe website provide a place where | can tagkeamplaints about the use of my in-
formation or have my questions and information aisswered?

Some sites provide a contact where you can brinig gomplaints or questions about privacy.

Products and services

The market for privacy protection products is gmogvand companies are responding with a host
of technological tools and servic&me ofthese are available free and many can be
downloaded. Here is a partial list of those thatarailable.

* Anonymizers andinfomediaries Tools for protecting privacy can be divided inh@
kinds; those that work to shield your identity @ahdsethat help you negotiate with a
website over what personally-identifiable infornoatiis shared.

0 Anonymizers make you"anonymous" by givingyou an untraceabkes. While
a useful tool for some consumers, anonymizers oatre lawbreakers.
(Anonymizerwww.anonymizer.cory (Crowds,
www.research.att.com/projects/crowds
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o Infomediaries, a new and relatively untestedtechnology, allow o exercise
choice in what sorts of personal information isredat each site you visit. They
require that you create a detailed personal prafienable the technology to ne-
gotiate the release of personal information on Yoetralf. Digital Me,
www.digitalme.conp, (Jotter, www.jotter.con), (Lumera, www.lumeria.com

e Secure Servers and BrowserdMost websites offer some protection for sensitice a
count information, butto be safe you should shtogitas with one of two security meth-
ods: Secure Electronic Transfer Transaction orrgéeacket Layer. Both Netscape
Navigator and Microsoft Internet Explorer can haatlo these standards.

0 Secure Hectronic Transfer Transaction(SET) works by using encryption to
safeguard your credit card information while iraeling over the Web. It also
uses digital signaturesto ensure the identityobh lyou andthe merchant. One

advantage of SET isthat your credit card numbaoptsstored in the merchant’s
browser.

0 Secure Socket Laye(SSL) creates a secure connection for transmidaay-
ments and information such as credit card numbegstbe Intemet. It is fast and
easy for websites to set up. SSL may become treptaxt standard for web-
based transactions that require a high degreecafise

It is easy to tell if you are using a secure $itst, look for an "s" in the end ofthe "http" ineth
site’s web address ("https”). The "https" will app@hen you are in a frame that asks for your
account information.

A recent development s2cure HTTP (SHTTP)a secure method fortransmitting individual
messages, such as e-mail, over the Web. This gliffem SSL and SET, which are primarily
used for doing business on websites.

Company Side of User Privacy Support

Achieving user confidence is an important issuedompanies attemptingto lead their business
on-line. Preventing user fear about the misusheif personal data removes all their barriers for
using on-line stores. Although there are some dostsupporting user privacy, achieving user
confidence widens the market which multiples thmine.

In order to support user privacy, a company shpldde at least a privacy statement on their
website. A privacy statement is a companies’ datitan about what user information is collected
and for what purpose.

However, a privacy statement is frequently insigfitto gain user confidence. The World Wide
Web Consortium (W3C) developed the Platform fow&ey Preferences Project (P3P) (2007),
creating a simple, automated way for users to Imawee control over the use of personal informa-
tion on websites they visit. Its basic level, P8R istandardized set of multiple-choice questions
covering all major aspects of the website's privealjces. T aken together, they present a clear
snapshot of how the site handles personal infoonatbout its users. P3P enables websites to
make this information available in a standard, nrestieadable format. It also enables browsers
to "read" this snapshot automatically and compatieethe consumer's own set of privacy prefer-
ences. P3P enhances user control by putting privaliges where users can find them, in the
form users can understand, and, most importantlgbles users to act on what they see. Any
organization wishingto increase user confidenoaighconsider implementing P3P (“Why Im-
plement P3P ?” 2002). The P3P specification brirage @nd regularity to web users wishing to
decide whether and under what circumstances ttodspersonal information. User confidence
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in online transactions increases asthey are pegbs@ith meaningful information and choices
about website privacy practice.

However, athough P3P provides a technical mechafas helping users about privacy polices
before they release personal information, it dadgrovide a mechanism for ensuring sites act
accordingtotheir polices.
Let us introduce the aspects of online privacy vedéy P3P:
» Data being tracked by the site:
0 Who is collectingthe data?

Exactly what information is being collected?
For what purposes?
Which information is being shared with others?
Who arethese data recipients?
* The site’s intemal privacy polices

o0 Can users make changes on how their data is used?

0 How are disputes resolved?

o What isthe policy for retaining data?

0 Where can the detailed polices be found in a “hureadable” form?

O O O O

Let us explain how it works: P3P enables websibasanslate their privacy practices into a stan-
dardized, machine-readable format (Extensible Matkanguage XML) that can be retrieved
automatically and easily interpreted by a usesvber. Translation can be performed manually
or with automatedtools. Once completed, simpleeseconfigurations enable the website to
automatically inform visitors that it supports P3® Figure 2 it is presented how to make your
website P3P compliant. A simple http transactidth ®3P added is shown in Figure 3.

Use men-driven form to VaVaVaN

1 describe site privacy policy
VA VA VAN
VA VA VAN

Privacy generator writt
2| corresponding P3P XML code

==
=

Incorporate resulting P2
3| XML code into Web site Web

server

Figure 2: Making your website P3P compliant
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1| http gets request P3P policy fi

p— 2 Sends P3P palicy fil¢ >

Wehb

3 http ges requesedweb pag

4 Sendsweb pay
5

Displays page an
policy touser

server

Figure 3: A simple http transaction with P3P added

On the user side, P3P clients automatically fenchraad P3P privacy policies in websites. A
user's browser equipped for P3P can check a wibpiteacy policy and inform the user of the
site's information practice. The browser could thatomatically comparethe statement to the
privacy preferences of the user, self-regulatongadines, or a variety of legal standards from
aroundthe world. The P3P client software can lie ibto a web browser, plug-ins, or other
software.

A very important fact forthe implementation of th8P polices isthat it does not require new
server software. Namely, P3P 1.0 uses the norm&PHI.1 protocol for the exchange of poli-

cies, andthe matching of policiesto user prefezetakes place on the client-side. Thus, P3P can
be installed in websites that use any HTTP sel¥ebsites can implement P3P 1.0 from their
servers by translating their human-readable priyadicies into P3P syntax and configuring their
serversto identify the location of the P3P policy.

The P3P policies can be referred inthree diffeveays. It is expected that many server adminis-
trators employ policy reference files in a well-kwolocation to simplify website administration.
To do this, a policy reference file (p3p.xml) néede placed in a directory called w3c, where
/w3c is located under the root directory. A usesragan then request this file by using an HTTP
GET request for the resource /w3c/p3p.xml. Altekedy, servers may be configuredto insert a
P3P header into an HTTP response to indicate ttatiéo of a site's P3P policy, or they can be
configuredto insert this information into HT ML dent as a LINK tag.

Another important fact isthat P3P has a very lmpact web performance. In most cases, the
first time a user visits a website, their browsdr mave to make one or two additional requests in
order to locate and fetch the P3P policy. T hesaesg may impose some minimal latency; how-
ever,the delay caused by this should usually $etlean the delay from fetching a single image
in a web page. Subsequent requests to the sanvelkitgually not include any additional la-
tency dueto P3P, as long as the site's policynbiaexpired.
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What are the benefits of P3P in a regulated enwiient like the EU? In a regulated environment
like the EU, users have certain rights. This inetudot only the right to be notified when data is
collected but also the rightto access data uradesanable conditions, requirements for informed
consent, and so on. To put these rights into elfeauld be useful to have software that could
help manage flows of information. P3P can help bsedt is an open standard, and as such could
allow many different types of software to interoggerwith each other onthe Web (“P3P & Pri-
vacy onthe Web FAQ”, 2002A second benefit of P3P isthat data commiss®imeEurope,
along with other privacy groups, could come up w&dbommended privacy preferences that
could be shared easily and used by anyone witiPadP@bled browser. Also, by expressing pri-
vacy statements in a simplified, structured forR&PR could assist companies in complying with
the EU Data Directive, as well as help data comionsss keep tabs on companies' practices.

Online Privacy Investigation

The aim of the authors was to detect in what rarsge tracking and data collecting is performed,
and onthe other hand, how much the privacy paiay the P3P policy platform are implemented
in practice. First we will present some resultsfrour prior investigations. These investigations
indicated that companies are more familiar withr isecking and data collecting than with user
privacy supporting. Namely, in Krunic, Ruzic-Dimjavic, Petrovic, and Farkas (2006) we used
the free tool for online privacy checking for tegtb0 arbitrarily chosen websites worldwide, and
concluded that 32% of the checked websites werdeimgnting some sort of user tracking or
data collecting, while only 8% were using P3P . 8ittee checked websites were chosen from
different countries, they were written in differéanguages, so no investigation about privacy
polices was made. Similarly, in Krunic (2006) 3din@ stores in Serbia were tested, and the
results were as follows: 83.9% used forms, 32.286 fisrm with the get submission method,

42 2% used first-party cookies denied for defanileinet Explorer settings (i.e. cookies using
personally identifiable information without implicionsent), third-party cookies were not found,
web beacons were present in 38.8% ofthe webshied;party links were found in 87.1% of the
websites. On the other hand, only 9.7% of the webgilaced a privacy policy. The P3P policy
was supported in only 2.7% of the websites.

For the purpose of this paper, we made two mor&ldetinvestigations. First, we checked 200
websites from 13 different countries (the complettecan be found in the Appendix), mainly
dealing with e-commerce, since they are the websitestly collecting data about their users,

with the above mentioned Webxact online privacycktteol

(http://mww.we bxact 3.watchfire.comWebxact has the ability to check the presenderofs,

forms using the get method of submission, firstypapokies denied for the default Internet Ex-
plorer settings, third-party cookies, third-paitkk, and web beacons. On the other hand, it
checks if the site implementsthe P3P platform. eloav, the presence of a privacy statement has
to be checked manually.

Therefore, an additional research was conduct&grember 2006 by the second year students
of Web Design. They chose websites arbitrarily, taiedl to find a privacy policy for each of
them. The instruction was to compare the reswtsfour country and foreign countries. Foreign
websites are mostly in the English language. Asgtiavere several replicated websites, they were
counted as one. 145 foreign and 69 domestic websitee processed in total.

Some students chose websites dealing with a spéciiness, like banks, technical companies
(Philips, Sonny, Nokia, etc.), media (hewspapeksamd radio), andtheir results are very sig-
nificant.

Also, they had to download privacy policy pagetfoe purpose of investigating its content. We
discussed aspects of online privacy covered bptivacy statement.

187



Online Privacy Analysis

We have to underline the limitation of our reseatlok to a small sample, and various website
categories. Websites dealing with e-commerce hdngheer responsibility to provide user pri-
vacy. In any case, it is obvious that domestic websardly support privacy.

The next limitation can be that the students ineilichore famous foreign websites like searching

engines, hardware and software suppliers, and mesiggpose they have more professional web
teams making an effort to incorporate W3C recomragaids, including privacy policy.

The Results of the First Investigation

As expected, e-commerce websites use forms infagegcentage. However, it is obvious from
Table 1, that such websites around the world (éxioeBerbia and Sweden where the percentage
is lower than 50% but still not insignificant) amainly using forms with the get method of sub-
mission, which is known as vulnerable in the safg@ivacy.

Table 2 shows us that cookies are mainly usechimusers’ benefit, since there is a low percent-
age of presence of either first-party cookies deéfoe default Internet Explorer privacy settings
(except in France, India and Sweden were the pexgens a little higher, but still lower than

50%) andthird-party cookies. Onthe other hanel,ube of web beacons is very common, (only
Austria, India and Serbia have lower than 50%).

Table 1: Percentage of websites using forms

COUNTRY FORMS FORMS USING GET
Australia 60% 53.3%
Austria 100% 70%
Canada 89.3% 53.6%
France 100% 100%
India 100% 70%
Israel 80% 55%
Italy 100% 80%
Japan 100% 100%
Pakistan 100% 70%
Serbia 88% 24%
Sweden 100% 40%
UK 100% 59.1%
USA 90% 55%
Total 91% 58.5%
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Table 2: Percentage of websites using cookies andhbvbeacons

FIRST-PARTY COOKIES |
COUNTRY | COOKIES ‘IDI\'IETNE'EREFSEX%EL';AR%LFI C(P)A(\)F:(?E(S WEB BEACONS
PRIVACY SETTINGS
Australia 26.7% 6.7% 0% 73.3%
Austria 60% 10% 0% 30%
Canada 46.4% 3.6% 0% 53.6%
France 70% 20% 10% 90%
India 60% 20% 0% 40%
Israel 35% 5% 0% 60%
Italy 30% 10% 0% 80%
Japan 50% 10% 0% 60%
Pakistan 50% 0% 0% 60%
Serbia 36% 0% 0% 48%
Sweden 60% 20% 0% 60%
UK 45.5% 4.5% 0% 68.2%
USA 75% 5% 0% 50%
Total 48% 7% 0.5% 58.5%

Table 3: Percentage of third party links in we bsites

COUNTRY THIRD PARTY LINKS
Australia 93.3%
Austria 90%
Canada 89.3%

France 100%
India 80%
Israel 85%
Italy 90%
Japan 90%

Pakistan 100%
Serbia 96%
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Sweden 100%

UK 90.9%
USA 90%
Total 92%

Table 4: Percentage of websites implementing the P3policy

Country P3P compact policy

Australia 0%
Austria 0%

Canada 10.7%
France 10%
India 0%
Israel 0%
Italy 20%
Japan 0%
Pakistan 0%
Serbia 4%
Sweden 0%

UK 22.7%
USA 15%
Total 7.5%

As we can see from Table 3,the presence of th@-frarty links is very common in e-commerce
websites worldwide.

Table 4 indicates a low rate of implementationh&f P3P compact policy on e-commerce web-
sites (maximally about 20% in Italy and the UK).

The Results of the Second Investigation

There were 134, or 62.62% of websites with privaolicy from all processed websites (214), but
if we exclude domestic websites this number in@sés 77.24% (112 out of 145). Only 22 out
of 69, or 31.88% of the domestic websites were tiis policy.

Analyzing various banks’ websites we can see ttoah 20 foreign banks 17 have privacy policy,
and from 12 domestic only 2. We believe that eleamgk has to take care about clients’ privacy.

It is interesting that several eminent domestierlmét providers with a large client population do
not have a privacy policy. In addition, domestielime newspapers, TV and radio stations mostly
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do not have privacy policy. Several domestic oe-Emopping companies, with substantial adver-
tising in media, are without a privacy policy stratnt.

It is very notable that Verbatim promoted as “aonajorporation that is highly regarded as a
world leader in premium quality storage and imagingducts” is in the same group.

We analyzed privacy policy statements in varioussites, to see what it covers.

We were looking for all aspects of online privadhe first five specify the data being tracked.
These aspects are about data collecting, and &feyedvho is collecting, what information is
being collected, for what purpose, which informiatis being shared with others, and who they
are. The next four are about the site’s internegay policy. Can we change the way of using
our data, can we define it, what about data retginand where can we find the privacy policy in
a “human readable form™?

Some websites offer a shorter version of Privadjci?,cand propose user to read the full version.
The complete Privacy Policy explains which inforiaatis collected, purpose of collecting, and
how it is collected. Also, it presents one’s apitib edit and delete your account of information
and preferences.

To protect children’s privacy and safety online maies include in their privacy policy a special
note for parents, according to The Children's Grifimivacy Protection Act, (COPPA) effective
April 21, 2000. The Children's Online Privacy P oti@n Act of 1998 is a United States federal
law. It appliesto websites and online services éa directedto children younger than 13, or
have knowledge that they are providing informatotine. For example, Philips has a recom-
mendation for parentsto supervise the online ags/of their children under thirteen, and Bit-
Torrent notices that it does not collect personfalrmation from children under 13.

About personal data sharing many sites offer magtlyeral information without stating clearly
what is shared and with whom. Phillips cites thetspnal information may be transferredto other
Phillips companies and third parties ouside RisllMotorola shares “with reputable third-party
advertising company” website usage information abdgitors collected through gifs (the use of
pixel tags). Nokia shares personal visitor dat& Wiubcontractors” who can provide services to
them. It is similar with Apple, but it is added thtamay be required by law or litigation to dis-
close visitors’ personal information, andthat thasy be disclosed if that is necessary for issues
of public importance. Onthe NBA.com website armely quoted members of the NBA family
and also is referred to companies (Amazon.comy@etages) engaged to perform services in
connection withthe management and operation o family members. Most websites rec-
ommend users to review the posted privacy of thadies for more information.

Suggestions for Website Privacy Improvement
In supporting online privacy participate:

» Users.When surfing the Web users should utilize themigsitioned in sectioHints for users
to help protect their own privacy onlinein order to protect their own personal data.

= Companies.A minimum effort a company can do in order to suppnline privacy of their
customers isto place a privacy policy on the camyfsawebsite. Writing such a statement is not
difficult any more, sincethere are several sewigmethe Web doing it for free. For example,
(“The DMA’s Privacy Policy Generator,” 2007) offeebsite owners a form with several ques-
tions about user tracking and user data storingerAubmitting the form, the website owner gets
a html page with an automatically created privaglcy. T he appropriate web page is ready to be
placed on the website!
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A more complicated matter for the web designepiswtite a p3p policy. Maybe that is the reason
the p3p policy is so rarely found on the Web. Rutdnately, a p3p policy can be written within a
few minutes by using appropriate online serviceP(editor:http:/p3pedit.com/P3Pwriter Real
Time Privacy Policy Editorhittp://mww.p3pwriter.com/for a low fee of approximately $40.

» Educational institutions. Nowadays the Internet becomes a powerful suppa@tiilcation, and
all students have to be informed about protectirggtprivacy when on the Web. Therefore we
have involved this content in the syllabus of ourdductory IT course.

Web designers haveto be aware of the importanteedfisers’ privacylherefore web users’
privacy issues haveto be included in their edocatin that way they can understandthat web
design is not just atechnique for skills’ promatidut a serious job with many more responsibili-
ties. They have to pay attention to many issued,pamticularly to the security and protecting of
user’s rights and privacy.

Our study program Web Design includes subjectsatointg both technique and artistic aspects
of creating websites. Also we have included ingyidabus a subject that involvesteaching us-
ability, accessibility, privacy etc. As said in Kiig et al. (2006) students have a low prior knowi-
edge about the importance of those issues. Wegrdgsi should learn how to write a privacy
policy and acquire knowledge about P3P.

Conclusion

Nowadays, with the high growth of the Internet pic; everyone has to recognize opportunties,
rights, and duties of the Internet use. Websitésr @freat possibilities for companies intheir
businesses and for users utilizing various onlargises. Both sides have soon become familiar
with the Internet advantages.

For the users it is very importantto be well imfi@d about their rights, especially the protection
of their privacy. On the other side, the compahiage to executetheir dutiesto avoid unsafe
actionsthat jeopardize the user’s privacy. AltHougany companies involve standards in their
websites for this purpose, in many cases it isffitseint. The visitors are worried about misusing
their personal data, and more efforts should barpgetting their confidence.

Also, it is very important for IT education instiians to educate users on howto protect their
confidential data when surfingthe Web, and alsedocate the future web designers to respect
the user’s privacy. In addition, users have tortfermed how companies track their information,
since they sometimes panic without reason. AsnthEaseen in our investigation, users do not
have to be afraid from first party cookies, sinoeytare mainly used fortheir benefit, atthough
the cookies are notorious for the users fear therst m

On the other hand, users should be afraid frombeglzons and third party content. However,
they should mostly take care about easy givingeirtpersonal data to websites which offer sus-
picious transactions, like low price purchasesaliic.
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Appendix
A list of Websites Checked by WEBXACT
Australia http://www.haabaa.com
http://www.sunshinecomputers.com.au http:// www. reestylemedia.com.au
http://www.about-australia.com http:// www.abc.com.au
http://www.aussiebest.com http:// www.aboriginalaustralia.com
http:// www.aussie-shopping.com http://www.shopsate.com.au
http:// www.perfume.com.au http://www.shoptheweb.com.au
http://www.latestbuy.com.au http://www.coastshop.com.au
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http://www.ozeworld.com

http://www.woolworths.com.au

Austria

www. eplanetshopping.com/newfront/main.asp

www.vienna.at

www.timeout.com/travel/vienna

https://ssl22.inode.at/shop.manova.at/catalog/

WWW. SONny.com

www. freestylemedia.com.au/download.asp

http://shop.abc.net.au/help/viddvdinfo.shtm

www.ncbuy.com/travel/health/report_country.htm
[?code=au

www.dongabriel.net

www.vienna-hotels.inn26.com

Canada

www.800forals.com

dmoz.org

www.glacombe.com

www.infoedmonton.ca

www. canad ashoppingcan adian.com

www. clickz.com

www.ducks.ca

www.canuckabroad.com

www.cndcountrygits.com

www.canad acomputers.com

www.great canadianshopping.com

www. buyitcanada.com

www.walmart.com

WWW. Costco.com

WWW. quixtar.com

http://www.nature.ca/prodserv/cat/main_e.cfm

http://www.readersdigest.ca/store_home.html

http://www. pitneybowes. ca/support/faq_onlinesh
opping.asp

http://www.searchon.ca/search/search.pl?Terms=s

hopping
http://www.digitalgravel.com/T esti.cim
http://www.insure.com/
http://www.terencanada.com/
http://canada.aol.com/press/press_10 25 05.adp
http://www.eplanetshopping.com/ca/
http://www.qualityfoods.com/
www.feelbest.com
www.glacombe.com
www.infoedmonton.com
France
fr.shopping.com
www.ebay. fr
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www.alapag e.com
fashion.about.com
www.wanadoo. fr

www. lingerie-direct.com
www.voila.fr

www. 1855.com
www.chateaunet.com

www. allo-webmaster.com
Gemany

www. bellnet.de

www. lycos.de
www.de.dir.yahoo.com
www.web.de

www.yipi.de
www.chemie.de
www.flix.de

www.zdnet.de
www.glist.com
www.sharelook.de

India
http://shop.indiainfo.com
shopping.expomarkets.com
http://shopatchitralekha.tolshop.com/
http://www.ebay.in
http://www.captainartsandcrats.com/enquiry.htm
http: //www.indiangitsportal.com/
http://mwww.fabmall.com/
http://sify.com/shopping/
https://www.sirindia. com/index.asp
http://shop.nirula.com/
Israel

www.iguide.co.il
Www.myisraelsource.com
www.internetstorelist.com
shop.katif.net
www.israelaustin.com
israel.zeezo.com

dmoz.org

www. allhlwines.com
www.livnot.com
WWW.israzon.com
www.israel-shops.com/
www.israelseed.com
judaism.about.com
1800sunstar.com
www.machers.com

www. jcolstore.com



abcnews.go.com

WwWw.igourmet.com

WWW.Cjp.org

www.flowers.co.il

Italy

http://www.maptown.com/deskglobes. html

http://www.bigsoccershop.com

http://www.united-states-lag.com/italy3x5p. htmi

http://www.bizrate.com/

http://bluespirit.vstore.ca/

http://news.earthweb.com/

http://www.italiamia.com/shopping.html

http://search.modaitalia.net/

http://www.elib.org/

http://www.ebay.it/

Japan

www.outdoorjapan.com/marketplace/

www. planetliquor.com/japan/

www. yourdictionary.com

www. tnt-pc.com

www. cathaypacific.com

www.addall.com

WWW.sonore.com

www.japanvisitor.com/jc/links/japan-shopping-
links.html

toy.avantzone.com

www. gridskipper.com

Pakistan

www.worldofintern etcafes.de/Asia/Pakistan/focci
.com.pk/chambers.asp

www.nowarzone.org/journal.aspx?1D=530

www. pocketmail.com/journal/

www. adbrite.com/mb/dir.php?page=4&a=20002.
1.44012

www. adbrite.com/mb/dir.php?a=44012.1.20002&
page=4

www.tradek ey.com/ks-PP-jumbo-bag/

hughw36.blogspot.com/2003_12_ 28 hughw36_a
rchive. html

www. askwebhosting.com/whc/2004/web_hosting
/Manhattan/

WWW. sunnisisters.com/sunnisister/?comments_po
pup=758

Serbia

http://www.yu-
oglasi.com/racunari/messages/791.html

http://www.yudyou.com/

http://www.pcpress.co.yu/kupovina.asp
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http://daliborpetkovic.tripod.com/

http://www.vidi.hr/top100/prijave/internet_p.html

http://www.myshop.co.yu/

http://www.robnakuca.com/mailom.htm

http://www.videofilmovi.com/

http://www.karaoke.co.yu/narudzba.html

http://www.2net.co.yuwshop/

www.yusearch.com/start/index/

WWW.zoopage.co.yu/

www3.ptt.yu/kategorije.php?section_1=3

www.list.co.yu/cms.php?a=Artikli&as=45&t=72

wWww. recepti.co.yu/recepti/sponzor.asp?IDsponzo
r

www. e-trgovina.co.yu/

www. pretrag a.co. yu/direktorijumi/yuguide/index.
php?k=4

www.kupovinaonline.co.yu/content/view/24/56/

Www. pctv.co.yu/internet/etrgovina.htm

www. svezaskolu.co.yu/prezentacija/index.php

www.dafis.co.yu

www.011shop.co.yu

www. hi-fi.co.yu/index.php

http://www.net-
yu.com/public/shop/products/listProducts.php
?&lang=en

WWW. microgen.co.yu

Sweden

www.nsd.se

hadelandlag.org

WWW. argus. nu

www.catahy a.net

www.byggahus.se

www.darkdisc.com

eforumb.idg.se

www.alltforforaldrar.se

www.fuska.nu

zatzy.com

United Kingdom

www. british-shopping.com

www.4ukshopping.co.uk

www.ishop.co.uk

www.marksandspencer.com

WwWw.next.co.uk

www.shoppingtrolley.net

www.shopsafe.co.uk

www. ukoffer.com

www.uk-shoponline.co.uk

WWW.waitrose.com
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http://www.kelkoo.co.uk/ chant.mv?Screen=CTGY&Store_Code=ICA&
http://www.tsoshop.co.uk/ Category_Code=courses
http://www.play.com/ http://store.campfire-

usa.org/FAQ/Index.asp?ldS=000A1F-
FDC5380&Reference=GiftCertificates&~=

http://www.compusa.com/
http://www.sony.com/
http://us.penguingroup.com/
http://www.fedstats.gov/
http://www.ikea.com/ms/en_US/

http://greenvilleonline.com/apps/pbcs.dll/fontpag
e

http://www.nashbar.com/index.cfm

http://www.shopperuk.com/
http://www.argos.co.uk/static/Home.htm
www.gymuser.co.uk/shopping/shopping.htm
http://www.virginmega. co.uk/
http://www.ebay.co.uk/
http://www.phones4u.co.uk/
www.onevillage.org
http://www.picwines.co.uk/
http://www.ciao.co.uk/paid_surveys.html|

USA http://shopping.localstreets.com/xml/en/United_S
http://www.mysticalgift.com/xAuraSoma.aspx tates/cate_840 __ 0.html
http://www.usatf.org/store/ http://store.palm.com/home/index.jsp
http://www. konicaminoltastore.com/ http://www. usatoday.com/tech/news/2005-11-27-
http://www.bella-usa.com/ cyber-monday_x.htm
http://www.ecost.com/ecost/ecsplash/default_new

.asp

http://disneyshopping.go.com/
http://esprit-usa.com/Merchant2/merchant.mvc
http://www.cduniverse.com
http://www.ica-

usa.org/Merchant2/mer-
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