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Abstract
Information security and privacy on the Internet are critical issues in our society. Importantly,
children and adolescents need to understand the potential risk of using the Internet. In this research, we examine factors that motivate students’ Information Security Behavior on the Internet.
A pilot survey of middle and junior high school students is the source of the data. This study provides a model that explains students’ behavior pertaining to Information Security. A significant
research finding is that students’ perceived importance of Information Security plays a critical
role in influencing their Information Security Behavior.
Keywords: Information Security, Self-efficacy, Internet, Perceived Importance, Information Security Behavior.

Introduction
In recent years a large number of children have started to regularly use the Internet at home, at
school, in libraries, and community centers. With this proliferation of use, information and computer security are becoming important issues. We see this in various forms: in the prevention of
crime (e.g., physical molestation), harassment and bullying on the Internet, as well AS damage
from computer viruses and the breach of privacy.
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The Conference Board and TNS, the
world’s largest custom research company, produced a survey to measure the
Consumer Internet Barometer, which
covers 10,000 households (2005). This
survey shows that approximately 41
percent of online households include
school-age children (enrolled in Kindergarten through college). It also reveals
that only 56 percent of parents are confident that their kids view only age-
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appropriate content when logging on from the classroom. Another 50% of parents also worry
about privacy and identity theft of their children (2005). Often, the children are, in general, far
ahead of their parents in terms of Internet usage since they use blogs and instant messaging to
keep in touch with their friends. The teenagers who responded to the Conference Board survey
said that they were usually able to circumvent many computer security measures at school
(Lemos, 2005). Clearly, this shows that motivating kids to keep their safety on the Internet is
more important than supervising and enforcing information security on the Internet.
In this research, we carry out pilot research in order to attempt to understand the factors that motivate school-age children to pay attention to Information Security and motivate them to use the
Internet safely. We use social cognitive theory to introduce Information Security Self-Efficacy,
Perceived Information Security Importance, and Exposure of Information Security as important
factors in influencing the attitude of middle school children’s toward information security.

Theoretical Background and Hypothesis
Social Cognitive Theory and Self-Efficacy
Social cognitive theory (Bandura, 1986) is widely used to explain individual behavior. It premises
that personal factors in the form of cognitive, affective and biological events, behavior and environmental events all operate as interacting determinants that influence each other (Bandura,
1986). According to this theory, an individual chooses the environment in which they exist in addition to being influenced by that environment. Furthermore, both behavior in a given situation
and the environment affect each other. Finally, behavior is influenced by cognitive and personal
factors (Compeau & Higgins, 1995). In this reciprocal relationship among environment, behavior
and individual, Bandura(1986) introduces self-efficacy as a major cognitive force guiding individual behavior. He defines self-efficacy as people’s judgment of their capabilities to perform a
task. Self-efficacy is concerned with judgments of what one can do and not with skills (Bandura
1986).
Self-efficacy beliefs perform as an important set of proximal determinants of human motivation
and action. They operate on personal behavior through motivational, cognitive, and affective intervening processes (Bandura, 1989). Bandura, Barbaranelli, Caprara, and Pastorelli (1996) show
that children’s academic self-efficacy is positively associated with their academic performance.
In the context of IT, the research suggests that individuals who possess high self-efficacy toward
IT use IT more frequently (Compeau, Higgins, & Huff, 1999). People who have higher level of
self-efficacy toward a specific subject are more like to give greater value to that subject. Wisenbaker, Scott and Nasser (2000) show that students’ strong cognitive competency toward statistics
is related to more value for statistics. In the child development context, children’s task-specific
beliefs regarding their own ability influence their values regarding a subject (Wigfield & Eccles,
2000).For example, a child, who believes he or she can do well at math, tends to value mathematics more than a child who does not have belief in his or her math competence.
Previous research shows children are much more likely to value math, language, art, and sports
when they feel competent in the domain (Jacobs , Lanza, Osgood, Eccles, & Wigfield, 2002).
Based on previous research findings, we assume that students who have more opportunity to learn
about information security from school, parents and friends would have stronger self-efficacy in
information security. Furthermore, if students are exposed to information security, then they tend
to have strong perceived importance of information security. In other words, if students hear
about information security issues such as how to protect privacy on the Internet or avoid risks
from computer viruses, they will develop better perception of information security on the Internet. Based on these assumptions, the hypotheses are:
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H1a: Information Security Exposure has positive effect on perceived Information Security Self-Efficacy
H1b: Information Security Exposure has positive impact on Information Security behavior
H1c: Information Security Exposure has positive effect on Perceived Information Security Importance
Based on previous studies regarding self-efficacy, we propose that if students have high selfefficacy toward information security behavior, such as keeping personal information private during Internet use and protecting computers from computer viruses, they will have a strong motivation to implement behavior that shows sensitivity to information security. Furthermore, students
are more likely to value information security when they have a high level of self-efficacy in the
information security domain. Here we propose the following hypothesis.
H2: Perceived Information Security self-efficacy has positive effect on Perceived Information Security Importance

Perceived Importance of Information Security
As one of the factors driving individual motivation to perform a behavior, such as an academic
task, perceived importance has been discussed in numerous studies. Pajares and Graham (1999)
observe that middle school students who have high mathematics performance have high perceived importance of mathematics. In evaluating training programs, employee’s perceived importance of the training program plays an important role in increasing motivation to join and do well
in the training program (Tasi &Tai, 2003). The value, or importance of the object or activity, has
positive relationship with individual motivation (Eccles & Wigfield, 2002).
We propose that students who have high perceived importance of information security will have
more motivation to be proactive in their information security behavior.
Hypothesis 3: Perceived Information Security Importance has positive effect on Information Security Behavior
Our research model and definitions are presented Figure 1 and Table 1.

Figure 1 Research Model
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Table 1 Construct definition
Construct

Definition

Information Security

Experience of learning and hearing about information security and privacy in using internet and computer

Exposure (IE)
Information Security
Self-efficacy (IS)
Perceived Information Security
Importance (ISI)
Information Security Behavior
(IB )

Individuals’ judgment of their capabilities to perform information security behavior
Individuals’ perceived importance of information security
behavior
User’s behavior to protect their privacy and computer from
virus ( e.g., Updating anti-virus software, Never opening email from unknown senders and Updating computer operating system regularly etc.)

Research Design and Methodology
Research design and Sample
This pilot study uses survey methodology to gather data. The sample size is 33. A sample is
drawn from 6th to 9th grade students, who attended a summer technology camp at Baltimore,
Maryland in July, 2005. 20% of the respondents were male students and 80% of the respondents
were female students.

Measures of the construct
We use measures that have been validated in previous research to ensure the control of measurement errors. However, we do construct some measures to reflect the context of information security. Self-efficacy measures are adopted from self-efficacy literature in educational psychology
(Bandura et al., 1996; Choi, Fuqua & Griffin, 2001). Perceived importance measures are borrowed from Pajares and Graham (1999). These adopted measures are modified to reflect the context of information security. Other measures in the analysis are newly constructed for this study.
Construct validity as well as structural coefficients are analyzed by PLS Graph v.03.

Data Analysis
Model Testing and Construct Validity
To test the model, we used Partial Least Square (PLS), a Structural Equation Modeling (SEM)
Technique. PLS enables the specification of both the relationships among the constructs and the
measures underlying each construct (Wold 1989).Most of the standardized loadings of individual
item were over the acceptable cutoff level of 0.6 (Chin, 1998 a).The only loading lower than 0.6
was 0.5971 out of 15 reflective indicators (Table 2). Therefore, reliabilities of each item are acceptable.
The composite reliabilities, also referred to as a conversant validity, for the multiple reflective
indicators in our model ranged from 0.778 (Information security Self-efficacy) to 0.900 (Information Security Exposure). They are well over the recommended acceptable level 0.7 (Fornell &
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Larcker, 1981), which means that the measurement model secures construct level reliability.
Composite reliability indexes are included in Table 3.
We tested discriminant validity by comparing Average Variance Extracted (AVE) and interconstruct correlation. All AVEs for the latent variables measured by reflective indicators are
greater than the required minimum level of 0.5.and every construct had a square root of AVE
bigger than its correlations with other constructs. This result presents that our measurement model
ensures the discriminant validity (Chin, 1998b). Detailed AVE and inter-construct correlation
coefficients are presented in Table 3.

Table 2 Measurement Items and Factor Loadings
Information Security Behavior (IB)

Factor
loadings

IB1. I never open emails from unknown senders

0.7203

IB2. I never download files (like music, picture, game, movies, etc.) from the
Internet if the files are from unknown people.

0.8050

IB3. I never give my personal information (like home/email address, telephone
number, school name, etc.) to unknown websites.

0.8297

IB4. I never give my personal information to people I first met on the Internet.

0.8484

IB5. I pay attention to anti-virus updates every time I use a computer

0.8289

Information Security Exposure (IE)
IE.1 Have you ever heard how to protect your personal information and yourself
from other computer (or Internet) users?

0.9091

IE.2 Have you ever heard how to protect important information in your computer from computer viruses?

0.9091

Information Security Self-Efficacy (IS)
IS1. How good are you at making passwords difficult for others to guess?
IS2. How good are you at keeping personal information (like name, photo,
email, address, telephone number, etc.) secret from other Internet users you
don’t trust?

0.7173

0.5971

IS3. How good are you at protecting computers from computer viruses?

0.7061

IS4. How well are you aware of various computer/information security problems (like virus, privacy breach, bullying on the net, etc.)?

0.7801

Information Security Importance (ISI)
ISI1.How important is it to keep your personal information (like address, telephone number, etc.) safe while using a computer?

0.8589

ISI2.How important is it to protect computers you use from viruses?

0.6324

ISI3.How important is it to protect your privacy (like giving your name, email,
address, telephone number, etc.) on the Internet?

0.8972

ISI4.How important is it for you to stay safe on the Internet?

0.7925
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Table 3 Correlations, Composite Reliability and AVE of latent variables
IB

IE

IS

ISI

Composites

AVE

Reliability
IB

1.00

IE

0.104

1.000

IS

0.085

0.218

1.000

ISI

0.244

-0.330

0.359

1.000

0.896

0.634

0.900

0.819

0.778

0.544

0.873

0.634

Results
For the evaluation of the structural model (hypothesized links), the bootstrap resampling procedure was applied to test the significance of the path coefficients. The path coefficient in the PLS
model represents standardized regression coefficient. Standardized path coefficients should be
around 0.20 and ideally above 0.30 in order to be considered meaningful (Chin, 1998b).
The results reveal that those path coefficients from Information Security Exposure to Information
Security Self-efficacy and from Information Security Exposure to Information Security Importance are all positive and significant. In addition, path coefficients from Information Security
Self-efficacy to Perceived Information Security Importance and from Perceived Information Security Importance to Information Security Behavior are also positive and significant.
In sum, 19% of the variance in students’ Information Security Behavior is explained by our research model. However, Hypothesis H1a: Information Security Exposure has positive impact on
information security behavior was not empirically supported in this study. The findings of hypotheses testing are summarized in Figure 2.

Figure 2 Structural Model Results

Discussion and Limitations
This pilot study focuses on social cognitive and self-efficacy theory to investigate Information
Security behavior of 6th-9th grade students. These research findings suggest that students, who
have strong self-efficacy toward Information Security on the Internet and have an exposure of
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information security from school, parents and media, are more likely to practice information security such as updating anti-virus software, not opening e-mails from unknown senders, and protecting personal information on the Internet.
To motivate students’ information security behavior, we need to provide more information security education opportunities to students as well as chances for students to be exposed to information security issues. We also need to try to increase their Perceived Importance of information
security.
Although we could confirm students’ perceived importance toward Information Security on their
Information Security Behavior, we fail to explain the direct relationship between Information Security Exposure and Information Security Behavior.
This failure seems to come from the fact that we have a small sample size since this is a pilot research study. The sample size in this study is 33. To generate more statistically rigorous results,
we shall conduct a further study using a bigger sample size. Another limitation is that we could
not include more factors that can explain student’s Information Security Behavior such as years
of experience using internet and computer, length of education related with Information Security
Issue and gender differences in our model. This limitation also comes from the limited sample
size. Future research should be done with larger sample with more diverse demographic characteristic and additional factors.
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