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Abstract 
In this paper Nicholson’s (1994) four-fold conceptual framework has been applied to ethical is-
sues in research by postgraduate students undertaking theses or dissertations in computing. Ethi-
cal dilemmas are explored showing how knowledge in this area is acquired, shared and integrated 
from one research project to the next and within any one postgraduate cohort. Ethics of perform-
ing research within computing rather than professional codes are discussed. A major challenge in 
raising the level of awareness of professional ethics is in encouraging students to make the up-
wards shift from not only learning and applying technical skills but also integrating these skills 
with knowledge of the larger social system in which technology sits. A broad overview of how 
research ethics is practiced by postgraduate students undertaking thesis or dissertation is also dis-
cussed.  
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Introduction 
Achieving ethical practice with postgraduate research students is a multi-faceted and complex 
process requiring clear direction and exemplary role modelling. A shift in emphasis is needed to 
balance a positivist with a human-centred approach to research ethics. Postgraduate research pro-
jects for Masters in Computing students at UNITEC involve a range of both qualitative and quan-
titative research methods, all of which have a host of ethical principles.  

Most professional sectors – including computing - have adopted codes of ethical practice. There 
are many codes of ethics for computing professionals including those laid out by Association for 
Computing Machinery (ACM), Institute of Electrical and Electronics Engineers, Inc (IEEE) and 
The Computer Societies from Australia, New Zealand, Hong Kong and Britain, 
(www.ccsr.cse.dmu.ac.uk). Baase (1997, p. 332) has described computer ethics as “professional 
ethics similar to medical, legal and accounting ethics”. Baase also states computer ethics as ethi-
cal issues faced by a computer professional as part of the job. While codes of ethics and profes-
sional practice have been formulated (IEEE-CS/ACM Joint Task Force on Software Engineering 
Ethics and Professional Practice, 1998) little is espoused directly in the Information Systems lit-
erature on the adherence of computer ethics (Cassidy, 1998); rather, it is implied in the strategic 

directions for research ethics that are 
aligned with core business strategies 
(Hirscheim, Klein, & Lytinnen, 1995; 
Pierce & Henry, 1996). 

The Masters in Computing program 
consists of either half course-work, 
half thesis or three quarters course-
work and one quarter dissertation. The 
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course work includes a double credit point research methods paper in which ethics is taught as a 
component of the curriculum. 

This paper does not consider such professional codes, but rather the ethics of performing research 
within computing. Such postgraduate research is usually – but not always – applied research in-
volving interaction with professionals in the industry. The postgraduate research is a guided proc-
ess that includes interaction with the academic world of supervision, research proposal approval 
and ethical approval. Applying Nicholson’s (1994) four-level framework for conceptualizing 
ethical behavior within an organizational context to research ethics highlights the dilemmas faced 
by the neophyte researcher in applied computing.  

This paper includes a broad overview of how research ethics is practiced by postgraduate students 
undertaking thesis or dissertation. While Nicholson’s (1994) framework is explored fully, the 
main focus is the ethical process in performing postgraduate research.  

Nicholson’s (1994) Four-Level Conceptual Framework 
Nicholson (1994) has proposed a four-level conceptual framework to link themes within organ-
izational literature to give some research direction in this field. These four levels are ethical do-
mains, ethical functioning, ethical process and ethical condition. Ethical domains are further di-
vided into exogenous and endogenous (external and internal) environments, linkages, steward-
ship, values and interpersonal. Table 1 shows Nicholson’s framework applied to postgraduate 
(PG) research for students, supervisors and the higher education institution. 

Ethical Domains 
Ethical domains denote the orientation of the organization in relation to goals and strategies and 
how these relate to the internal and external environments (Table 1). Issues relating to depend-
ence, threat, uncertainty, complexity and volatility, according to systems theories may all have 
bearing on the environment in which the organization operate. Of particular concern when con-
sidering research into applied computing are risk management issues about how information sys-
tems operate within the business world. 

External and internal environments 
Ethical domains maybe divided into two classes -- exogenous and endogenous, corresponding to 
contingencies in the external and internal environments. This is a simplistic view of the environ-
ment as being two discrete classes – the internal ethical environment, colored and shaped by cli-
ent attitudes and organizational conflicts as well as by wider social structures and norms; while 
external forces such as regulatory frameworks and institutional practices also determine ethical 
domains both internal and external. Exogenous forces bearing on the ethics of an organization 
arise from its dependence on major stakeholders and interest groups; the existence of social 
norms and pressure on organizations also exerts social responsibility through their acts and prod-
ucts. Students in the Masters in Computing program are likely to delve into both internal and ex-
ternal ethical domains. For this reason it is most advisable for these students to be equipped with 
a deeper understanding of ethical domain issues.  

The PG research ethics domain 
The ethical domain for postgraduate research in applied computing is complex and intercon-
nected. The underlying assumption is that postgraduate students undertaking thesis or dissertation 
would have acquired the societal ethics that is necessary to build an understanding of professional 
ethics prior to enrolling. Whilst the graduate school academic committee approves postgraduate 
research that this research must have institutional ethical approval is not to be assumed. With a 
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multicultural mix of postgraduate students in the Masters of Computing (Mcomp) program, it is 
wise to bring to surface the underlying and often un-stated assumptions.  

The PG ethical environment 
The ethical environment in postgraduate research is situated within the wider environment of the 
computing and information technology discipline in UNITEC. Postgraduate research also lies 

Table 1 Nicholson’s Framework applied to PG Research 

Framework Elements PG Stu-
dents 

  Supervisors  Institute 

Domain Elements Characteristics Applied 
Environment Exogenous 

 External,  
 Regulation, 
 Stakeholders, 
  Social norms 

Goals, 
strategies, 
dependence, 
Threat, 
Uncertainty, 
Complexity, 
Volatility 

 Endogenous 
  Internal 

Complex 
Interconnected 
Multicultural 
Risk management 

Regulations 
Authority 

Ethics proposal 
Informed consent 

Approved by 
institute 

Linkages 
  

Between stakeholders 
 Morals, regulation, 
professional bodies, 
contracts, society 4-way linkage 

student-supervisor-institute-industry 

Stewardship 
  

Issues with products 
and services, safety, 
welfare, resources 
 

IP 
Social aims 
User percep-
tions 
Client expecta-
tions 

Awareness Published 
research 

Values 
 

Character of org. 
Moral agent, trust, 
whistle blowing 

Intent 
Failure to pro-
duce 
Unethical cli-
ents 
 

Action  

 
 
 
 
 
 
 
 
 
Junction 
Boxes 
Between 
theory and 
practice 

Interpersonal 
 

Implied social order, 
caring, altruism 

Guests in in-
dustry 

Relation-
ship with 
students 

 

Functioning What is said 
 
What is done 
 
How it looks 

Expressive forms 
Voluntary action 
Instituted forms 

Surveys 
 
Observation 
 
Existing doco 

Walk the 
talk 

 

Process Ethical issues 
raised 

Appraisal 
Inquisition 
Choice, improvement, 
invocation, compli-
ance 

IP 
Confidentiality 
Data storage 

Knowledge  

Power Relationships 
 

Condition Integrated 
approach 
 

History 
Irreversibility 
Power Reflective practice 

Informal learning 
 

Summary   Emergent, 
Evolutionary 

Ongoing 
training 

Authority 
regulation 
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within the ethical environment of the client organization and the Information Technology profes-
sion (Figure 1). The institution environment is governed formally by a code of ethical conduct; 
the information technology profession by recognized codes of ethics and the client organization 
by its own code of ethical behavior. Some client organizations, particularly large organizations 
are more likely to have their own formal ethical procedures and policies. There have been in-
stances of student research projects being thwarted by organizational ethical considerations, espe-
cially for students researching within their own organization.  

Links between PG ethical domains 
To establish a link between these various ethical domains, a formal ethics proposal is drawn up 
for each dissertation or thesis (Table 1). This ethics proposal establishes terms of reference for all 
concerned, and articulates roles and rights. This formal ethics proposal is approved by the institu-
tion’s ethics committee, either by a delegated checklist to the Mcomp program director or by the 
full committee. Approval takes place within the academic administrative domain for proposals 
facing ethical dilemmas with culture, intellectual property or privacy. Approval takes place within 
the Mcomp program for all other proposals. 

 

Society  Computing 
 Profession 

 
 
 
 
 
 
 

 

 
 
 
 
 
Computing 
Discipline 

 
 
Client 
Organisation 

PG IT 
Research 

Grad School 
Committees 

Society 

UNITEC 

Figure 1 PG Ethical Domains 
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The three ethical spheres in PG research 
The three ethical spheres in postgraduate research ethics in computing are: the ethical stance of 
the organization with which students interact, the information technology profession and its pro-
fessional code of ethics and the academic code of ethics for students engaged in research in a ter-
tiary institution. At times these three spheres make for ‘uneasy bedfellows’. Each postgraduate 
student is required to submit a formal research proposal to the graduate school academic commit-
tee for approval. The research proposal together with the formal ethics approval constitutes a con-
tract clarifying the interaction with the participant organization. This contract provides legal pro-
tection for both organization and student should an ethical breach occur. Fielden (2003) has dis-
covered that ethical dilemmas are most likely to occur as boundaries between spheres are crossed. 

Linkage 
In this framework, ethical issues relating to external stakeholders and interest groups are de-
scribed in the various ethical domains as linkages. These include moral dimensions of dealings 
with government and political organizations; regulation of professional conduct; membership of 
professional bodies; contractual relations; and the position of the organization within the commu-
nity. 

Linkages for PG research 
In developing professional linkages, the ethics proposal, informed consent and client letter that 
establishes a contract between the postgraduate student, client and the institution are important. 
Organisations that liaise with the institution via student research projects have the opportunity to 
find out student abilities. At the same time, ethical links are established between industry and the 
institution. As postgraduate research is a learning process, links with professional organisations 
may not materialise at this stage. Government funded research projects have not been part of 
Mcomp research projects and so are not considered in this discussion. 

Stewardship 
According to Nicholson’s (1994) four-fold framework, stewardship involves issues arising from 
the organization’s products and services and the ethical values attached to the systems that pro-
duce them. These include considerations of plant safety, employee welfare, environment protec-
tion, use of natural resources, the social aims of company products and the consequences of their 
use.  

Stewardship on PG research 
Stewardship considerations in postgraduate research in applied computing are usually restricted 
to the use of intellectual property rather than physical or environmental issues. Stewardship may 
also involve social aims of the organization and its resultant consequences. Mcomp research pro-
jects may include social dimensions, client, user and/or stakeholder perceptions. This means that 
the ethical dimension of stewardship must be considered in educating and guiding students 
through their research projects. 

Ethical dilemmas have arisen when client organizations have unrealistic expectations of post-
graduate research findings. Even though a contract is in place, often the expectation is that re-
search findings would reap immediate economic, social or political benefits. 

The institution in turn uses publicity gained from completed postgraduate research as a marketing 
tool to advertise what has been achieved in published research profiles, publications and annual 
research reports. 
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Values 
Values are the ethical character of the organization (Nicholson, 1994); they act as a moral agent 
for the evaluation of actions and expressions on the basis of intent and moral awareness, rather 
than consequences. Evaluation of such qualities as altruism, openness, trust and trustworthiness 
are considered here (Baase, 1997; Klein & Hirscheim, 1996; Moore, 1995). Actions, such as in-
formation disclosure, whistle blowing and bribery are judged as if they reveal the moral essence 
of the organization or its agents (Edgar, 1997). 

Ethical values for PG researchers 
In considering values for a postgraduate researcher in computing, it may be intent rather than 
consequences that is the issue. If the intent of the postgraduate researcher is not aligned with the 
academic intent for the thesis or dissertation, then there would be a mismatch in values between 
student and institution. A moral dilemma is posed when a postgraduate student does not produce 
for the client organization what has been set out in the contract. This is the research proposal for 
postgraduate students. The underlying assumption is that postgraduate students will take research 
seriously. There is a moral obligation to clients to achieve what has been stated in the research 
proposal. Values may also be an issue when unethical work practices are revealed in client or-
ganizations. 

Interpersonal 
Interpersonal considerations encompass the implied social order of moral conduct, such as caring 
behavior, concern for the personal development of people, encouraging corporate citizenship 
among members, the responsible use or sharing of power, equitable payment and the treatment of 
minorities. 

Interpersonal considerations for PG research 
Interpersonal considerations are of paramount importance to the qualitative researcher in applied 
computing. Stake (2000, p. 440) states, “Qualitative researchers are guests in the private spaces of 
the world.”  

The implied social order is in the relationship between the postgraduate student and supervisor, 
between student and clients, and between staff and clients. Although there is an obvious power 
relationship between supervisor and student, it is not uncommon for a close working relationship 
to develop between the postgraduate student and the staff supervisor. 

Ethical domain summary 
The four domains of linkage, stewardship, values and interpersonal behavior can be seen as 
“junction boxes” between ethical theory and environmental contingencies. Ethical theory is said 
to be concerned with issues of rights and duties (linkages), utilities (stewardship), conscience 
(values) and justice (interpersonal). On the other side of the junction box are contingencies of the 
organization’s external relations (linkages), environmental interdependencies (stewardship), 
workforce composition (values) and organizational structure and culture (interpersonal). These 
classes are not assumed to be mutually exclusive, but distinct, as moral conduct in one domain 
does not necessitate moral conduct in another. These indeed may cause points of tension between 
client organizations and the academic world of research. 

Ethical Functioning 
The second element of Nicholson’s (1994) four-fold framework is ethical functioning. Moral ap-
praisal of organizations or their agents is likely to be based on three kinds of evidence – what they 
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say, what they do and how they look. What they say is the realm of expressive forms: symbolic or 
communication acts which affirm values. What they do is the realm of voluntary action: behav-
iors that reflect acceptance of responsibility, moral choice and freedom of action. How they look 
is the realm of instituted forms; structured roles, rules and systems that have explicit ethical pur-
pose or reference.  

For individuals, expressive forms are moral attitudes or beliefs. At the organizational level, ex-
pressive forms constitute much of the substance of company culture: mission statement, sanc-
tioned behavior and the content of everyday discourse. Voluntary action includes acts of choice 
and preference, for example acts which initiate, block or support ethical action. At the organiza-
tional level, ethical functioning takes the form of implemented strategy, stakeholder dealings, im-
age promotion, and the rewards and punishments administered to employees.  

Ethical functioning for PG research 
In postgraduate research, ethical considerations are largely focussed on how data is gathered. In-
terviews gather data from what people say in either a structured or unstructured format. Ques-
tionnaires gather data on what people think and feel they can divulge in written form. Data gath-
ered by observation falls under voluntary action; existing organisational documentation used as 
data is in instituted forms. 

Instituted forms 
The third component of ethical functioning is instituted forms. At the exogenous level, these are 
moral forces bearing upon a person: the moral responsibilities enshrined in roles, rules, codes and 
methods. At the organizational level, instituted forms are the presence or absence of rules. Of-
fices, departments and decision-making entities have explicit responsibility for ethical domains 
such as welfare provision, medical care, equal opportunities and environmental protection. This 
triad is not just whether organizations walk as they talk, it is also whether they are institutionally 
equipped to do so. Ethical functioning is depicted in terms of interaction between values, behav-
iors and structures.  

Ethical functioning for supervisors 
“Walking the talk” in ethical functioning is reinforced by supervisors acting as ethical mentors as 
well as academics within the computing profession. Student voluntary action is brought to con-
sciousness when ethical dilemmas arise, because of differing documentation requirements be-
tween institution and client, differences in moral responsibilities between academia and industry, 
multiple roles played by students and participants, and differences in ethical domain ‘language’. 

Ethical Process 
The third element of Nicholson’s (1994) four-fold framework is the ethical process. Ethical proc-
ess is the means by which ethical issues are raised to awareness. An instance of an ethical issue is 
the morality of a belief, action or institutional form being considered by an actor or observer. 
Ethical processes may be:  

1. Psychological appraisal. This may be introspection or moral evaluation; 

2. Inquisition. These may be attempts to arrive at a causal analysis of an event; 

3. Choice. (This usually takes the form of debate between courses of action; 

4. Improvement such as pursuit of quality; 

5.  Invocation in which an event is placed an event within the context of a moral order; or  
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6. Compliance where there is requirement to comply with some ethical precept. 

Ethical process for PG research 
Ethical dilemmas that arise during the research process involve issues of intellectual property, 
confidentiality and data storage. Qualitative research takes the postgraduate researcher into emer-
gent and unexpected ethical problems in the research process.  

A student researching issues within electronic banking may be bound by an organizational confi-
dentiality clause and therefore nor permitted to report exact numeric results. This then becomes a 
dilemma in writing the thesis or dissertation particularly for a quantitative study based on data 
mining as the data gathering method because examiners look for exact results in such quantitative 
statistical studies. 

Ethical Condition 
The fourth element of Nicholson’s (1994) four-fold framework is ethical condition. Ethical condi-
tion is an integrated approach to ethical functioning. Ethical condition also looks at history and 
considers if ethical awareness is irreversible; that is, can integrity decline and reputation decay. 
Ethical condition relates to egocentric morality where there is differential power relationship be-
tween the academic institution, the client organization and the postgraduate student.  Ethical func-
tioning is governed by the norm of reciprocity where social responsibility bounded by prevailing 
values and norms of the host culture, relativism and moral order.  

Ethical condition for PG research 
Differential power relationships are at the heart of many postgraduate research studies. For in-
stance, a postgraduate student researching in her/his own organization that also happens to be the 
academic institution of study is in the midst of complex power differentials. The student, who is 
also a program director for another study program and an associate dean in another school inter-
acts with a colleague as participant who is also a program director (yet another school) and a 
member of the institution’s ethics committee. The student enters the research interview process 
with the assumption that her/his participant will cooperate as a colleague on a similar organiza-
tional level. Instead the participant queried the ethical condition under which the interview was to 
be conducted. The power relationship moved from one of assumed equality as colleagues, from 
one of ‘power in knowledge of the particular research project’ held by the student to one of power 
vested in the participant as a member of the ethics committee. 

Postgraduate researchers in learning research ethics, acquire knowledge about ethical condition 
that happens during the research process as a reflective practice.  

Informal learning about ethical condition is an ongoing and evolutionary activity. Each time an 
ethical issue arises, a difference in ethical rules applies from the various domains; or each time a 
personality conflict arises, an opportunity to gain awareness of the ethical condition and its impli-
cation for the research process is present. As a dissertation or theses is of limited duration, feed-
back from one postgraduate student to another does not necessarily go back to that cohort, but 
rather to students enrolling in the following year via the knowledge developed and disseminated 
by supervisors, program director and the institution. Ethical condition then becomes an ever-
increasing body of knowledge. 

Some Reflections 
In this paper, Nicholson’s (1994) four-fold framework has been applied to the process of learning 
to be an ethical researcher in computing in a postgraduate degree. Placing emphasis on ethical 
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considerations during the research process provides a method of balancing human and technical 
considerations in becoming a competent researcher in computing.  

These ethical considerations are most important when students are undertaking qualitative re-
search where ethical boundaries and dilemmas may not be clearly articulated (Heron, 1996). 

Including instruction in ethics within then taught component of the Mcomp program is only a first 
step in raising awareness of ethical issues in postgraduate research. Providing ongoing support for 
students through proposal preparation, during the research process and writing up results is essen-
tial. Dealing with issues as they arise also adds to the ethics knowledge pool for current and fu-
ture students and supervisors. Ongoing training and support for supervisors is one way in which 
knowledge and experience gained about ethical dilemmas may be disseminated to future cohorts 
of students. 

Future Directions 
Ongoing supervision training in dealing with ethical dilemmas expands the knowledge and skills 
for all postgraduate supervisors – not just those involved in individual ethical incidents. Initial 
instruction in the multi-dimensional nature of research ethics in computing should be augmented 
by strategies employed to deal with ethical dilemmas as they arise. Having aware knowledge of 
the ethical elements involved via a deconstructive tool such as Nicholson’s (1994) four-fold 
framework aids the learning process in researching and supervising in the Mcomp program. This 
also implies that postgraduate lecturers are also supervisors and that all involved in teaching or 
supervising on the Mcomp program take part in ongoing ethical training. 

Conclusion 
Developing a greater flexibility in thinking styles to include knowledge about ethical issues is a 
necessary skill for information systems professionals moving into a rapidly changing technical 
and social working world. A more balanced and mature view of the role of the computing re-
searcher is necessary to deal with ethical issues alongside technical expertise.  

A deeper understanding of self and others in complex human activity systems occurs when ethical 
dilemmas are deconstructed. People are placed at the centre of research ethics rather than tech-
nology; here, and a diverse set of professional skills are acquired which forms the basis of a con-
tinuing education, knowledge and wisdom in dealing with ethical dilemmas in a technically-
driven world. 
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