
Informing Science Challenges to Informing Clients: A Transdisciplinary Approach June 2001 

AArree  EE--PPrriivvaaccyy  aanndd  EE--CCoommmmeerrccee  aa  CCoonnttrraaddiiccttiioonn  iinn  
TTeerrmmss??  --  AAnn  EEccoonnoommiicc  EExxaammiinnaattiioonn  

Dirk Frosch-Wilke 
University of Applied Sciences, Kiel, Germany 

dirk.frosch-wilke@fh-kiel.de 

 

Abstract 
At first glance, electronic commerce seems to be inconsistent with electronic privacy. Personalization plays an important strategic role in e-
commerce. Thus, a lot of information about online consumers are collected, analysed and used. By contrast, e-privacy is aimed at reducing the 
amount of collected information about the Internet users. On the other hand recent empirical studies show that lack of confidence in privacy protec-
tion of e-commerce environments results in lower sales in the business-to-consumer segment. The key contributions of this paper are to elaborate on 
general relations between e-commerce and e-privacy from an microeconomic perspective, to identify economic consequences entailed by lack of 
privacy protection, and to identify economic reasons for increasing personalization in e-commerce.  
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Introduction 
It seems that for profitable electronic commerce online 
collection of vast amounts of user data is inevitable.  Ac-
tivities as data mining, one-to-one marketing, customer-
relationship-management (CRM) etc. are very popular 
instruments of organizations in the growing business-to-
consumer market. All these activities require a lot of – also 
sensitive - data of customers. Simultaneously technologies 
(e.g. http protocol, cookies, web bugs, global unique identi-
fier) and computerized databases make automated collec-
tion and processing of information particularly easy and 
convenient for an Internet company. The individual is often 
not aware of the data trail it leaves behind when using the 
Internet. Furthermore, many business models of online 
advertisers intend to monitor the behaviour of users on the 
Internet and to provide online profiles of them. Meanwhile 
personal data of Internet users are an important commodity 
(Berman, 1999). 

On the other hand, concerns of Internet users about online 
privacy grow (Pitofsky, 2000b) and governments of many 
countries – above all of European countries - are con-

fronted with a manifold dilemma:  

• Legislative actions for privacy protection only refer to 
territorial borders and therefore have limited effect in a 
global network. 

• Governments do not want to weaken the economic 
prosperity developing in many countries not to the 
least on the ground of prosperity of the Internet econ-
omy, and therefore they refrain from constraining na-
tional regulations.  

• Legislative measures can hardly match with the needs 
of the fast Internet development because of the pro-
tracted process of legislation. 

In response to buyers’ concerns about privacy, some com-
panies – above all US-companies -take part on privacy 
seals programmes. Even this self-regulation approach does 
not seem an appropriate way to protect the privacy interests 
of Internet users. That’s why the US Government has 
started initiatives aimed at helping to improve online pri-
vacy protection. 

In summary, we can observe a lot of uncertainties on the 
online business-to-consumer markets about privacy for all 
three interest groups:  Buyers, governments and also sell-
ers. 

For this reason we will have to consider the relation of 
privacy and commerce on the Internet with care, mainly 
from an economic and less from a legal and technical per-
spective. Based on recent empirical studies we will show 
that transparency in collection, use and dissemination of 
customer data as well as enabling users to influence this 
process, are critical prerequisites for success of Web com-
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panies. Nevertheless, economic analysis of privacy protec-
tion is still missing in the science of business management.  

The contribution of this paper is that it focuses privacy 
protection in electronic commerce markets from a general 
economic perspective. Other papers about Internet privacy 
mainly stress legal technical or organizational aspects (e.g. 
Bermann, 1999, Cranor, 2000, van Gigch, 2000). On the 
other hand, microeconomic analysis of e-privacy is still 
missing. In Hoeren’s paper (Hoeren, 2000) mainly the costs 
of regulation have been investigated. We will additionally 
stress costs of self-regulation programmes and much more 
important substantial economic consequences of privacy 
protection especially on returns and on costs of Internet 
companies. This paper cannot be an extensive economic 
analysis of online privacy protection but it intends to be a 
first step towards it.  

E-Privacy and E-Commerce – a De-
scription of State 

For most organizations worldwide „digital business“ is a 
tremendous challenge. To mention only a few implications 
of spreading digital business technologies: new technolo-
gies make spatial and temporal limitation obsolete, classi-
cal barriers for market entry have less significance in a 
world of virtual shops, the Internet enables information 
transparency, and customers demands on service quality 
are growing. 

A growing number of companies accept these challenges 
and understand digital business technologies as a chance to 
increase corporate performance and to gain substantial 
advantage over competitors. Speed and customer-focused 
responsiveness are the watchwords (Vervest, 2000, p. 21). 

Customer-focusing and access to actual information about 
the individual customer at any time are important elements 
of corporate e-commerce strategy. It is not surprising that 
e-commerce consultants recommend the collection of a 
multitude of information about Internet users: “...persuade 
users to provide personal information and preferences, and 
also[...]track the electronic trail they leave as they make 
active choices,[allow] infomediaries to gather information 
of great value to advertisers and to suppliers...” (Vervest, 
2000, p. 67). 

There are many technologies and business models to ac-
cumulate (anonymous) information about Internet users or 
to get personal customer information. Few examples are: 

• Offering free services if the consumer will fill in an 
extensive questionnaire,  

• Use of cookies or web bugs which are able to track 
Internet users activity at a particular Web site or from 
Web site to Web site such that users do not become 
aware (Wiese, 2000). 

• Logging of incoming requests to an access log file. 

Meanwhile use profiling is an important element in busi-
ness practices of network advertisers, like DoubleClick or 
Be Free. They are able to monitor the behaviour of users in 
the Internet with cookies and webbugs because they have 
placed advertisements on thousands of Web sites (e.g. 
DoubleClick has webbugs on more than 51,000 web sites 
in September 2000 (Smith, 2000)). Every time a user will 
visit a Web site equipped with an advertisement banner 
placed by a network advertising firm, these network adver-
tiser can make use of cookies and webbugs.   

Use profiles are employed by network advertisers for tar-
geted fade-in of banner ads. Employment of use profiles 
could be more effective if they are associated with person-
ally identifiable information (e.g. name, age, profession, 
address) becoming „personal profiles“ (for personal profil-
ing see (Larsen, 1992)). 

In July 2000 DoubleClick failed with the attempt to match 
anonymous use profiles of Internet users with information 
of the Abacus database which contains names, addresses 
and retail purchasing habits of 90% of US-American 
households, after “...privacy advocates lambasted Double-
Click for its actions and several governmental bodies 
launched investigations of the company's business prac-
tices.” (Rodger, 2000b)  

Not only privacy advocates and public authorities worry 
about privacy on the Internet, but also the Internet users: 

• A May/June 2000 survey of Pew Internet found that 84 
percent of US net users are concerned that companies 
are able to get personal information about themselves 
and their families (Fox, 2000). 

• An October 1999 survey by IBM found that 72 percent 
of net users are worried about Internet privacy. The 
study also found that only 21 percent of consumers 
trust Internet companies, and that 57 percent of Internet 
users in the USA (41 percent in UK, 56 percent in 
Germany) decided at some point not to purchase a 
product online because of privacy concerns (Sever, 
1999). 

Internet users are not in majority against providing per-
sonal information, but they want to decide about the collec-
tion, use and dissemination of their personal data (so called 
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“opt-in” user option) as the Pew Internet survey of 
May/June 2000 found: 

• 64 percent of US net users would transmit personal 
information in order to use a Web site and  

• 86 percent are in favour of “opt-in” privacy policies 
that require Internet companies to ask people for per-
mission to use personal information. 

Most corporate privacy policies are inconsistent with this 
user demand for „opt-in“ policies. Certainly there exist 
some self-regulatory activities of Internet companies, such 
as disclosure of privacy notices on their Web sites or join-
ing online privacy seal programs, like TRUSTe or 
BBBOnlinePrivacy. A May 2000 study by the Federal 
Trade Commission found that 8 percent of all US commer-
cial Web sites and 45 percent of the 100 busiest Web sites 
have a privacy seal (Pitofsky, 2000a). The study also found 
that of the commercial sites with a privacy seal 52 percent 
(56 percent of the busiest sites with a privacy seal) have, at 
least in part, all four of the fair information practice princi-
ples of Notice, Choice, Access and Security implemented 
(Pitofsky, 2000b).  

This means that only 4 percent of all commercial US Web 
sites have implemented „opt-in“ privacy policies. Further-
more, the question of enforcement, i.e. the use of effective 
sanctions in the case of non-compliance, is still open for 
these self-regulatory programs. 

On the other hand also in states of the European Union 
(EU) which follow some regulatory approach in privacy 
protection (see e.g. EU Directive 95/46 (EU, 1995)), effec-
tive sanctions are missing in the privacy laws, or privacy 
protection authorities have not the necessary qualifications 
or not enough capacities (Schaar, 2000). Governments 
strive for regulations of frontier crossing data flows, e.g. 
the EU and the USA with the „Safe Harbor Principles“ 
agreement in response to the above mentioned European 
Commission Directive on Data Protection that could inter-
rupt transfers of personal information from Europe to coun-
tries whose privacy practices are not deemed "adequate“ 
(see e.g. (Dix, 2000)).  However, the problem of an effec-
tive enforcement and existence of trustworthy instances is 
still unsolved and the Safe Harbor agreement does not en-
force opt-in regulations. 

From a more technical point of view the World Wide Web 
Consortium (W3C) is engaged in privacy protection in the 
Internet. Since 1997 the W3C develops the „Platform for 
Privacy Preferences“ (P3P). The goal of P3P is to enable 
users to exercise preferences over Web sites' privacy prac-
tices. But the actual P3P specification (Version 1.0) builds 

only two of the four fair information practices, that is no-
tice and choice (Grimm, 2000). Nevertheless P3P will en-
able the Internet users to collect information of privacy 
policies of competing enterprises, to compare these policies 
and to choose those company whose policies correspond 
best with their own privacy preferences. P3P may enhance 
further e-privacy promulgation provided it is adopted by a 
critical mass of Web sites, if this will be achieved remains 
to be seen (Catlett, 1999). 

In summary, electronic privacy protection attracts more and 
more attention of consumers and companies in electronic 
commerce. On both sides exist many uncertainties that 
reduce the growth and profitability of electronic com-
merce: 

• Consumers mainly do not trust Internet companies and 
are worried about privacy protection for Internet com-
munication. Therefore Internet users sometimes decide 
not to order online because they are not convinced that 
their personal data are treated confidentially, or they 
give misrepresentation of personal data at some point 
of a business transaction with a Web company because 
the meaning of the data collection is not transparent to 
them (Fox, 2000, p. 10).  

• Consumers do not refuse to transmit personal data as a 
matter of principle because they also perceive the ad-
vantages of stronger customer-focusing which is not 
feasible without collection and use of personally identi-
fiable information. They demand opt-in privacy poli-
cies, however. 

• Internet companies response to public concerns by 
disclosure of privacy policies and joining privacy seals 
programs is unsatisfactory. 

• Privacy protection laws often lack effective enforce-
ment and protracted legislation cannot follow the fast 
progress of the Internet development. 

• Technical solutions, as P3P, are able to make privacy 
policies of Internet companies more transparent and 
comparable but they cannot set up a privacy protection 
standard in the Internet. Perhaps P3P is unlikely to be 
ever adopted at an effective degree. 

A Microeconomic View of Electronic 
Privacy  

An economic analysis of privacy protection is still missing 
in the science of business management. Also in this paper 
we cannot develop such an analysis but we will show the 
possible benefits of a detailed economic estimation of 
online privacy protection activities within the scope of 
electronic commerce. 
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We will therefore discuss the conditions of privacy protec-
tion investments for achieving returns, the economic con-
sequences of missing privacy protection and the possible 
economic benefits of an intensive collection and use of 
customer data. Concerning the costs of data protection we 
will differentiate between governmental privacy protection 
regulation and self-regulation efforts following different 
approaches in Europe and in the USA. 

In what follows we will discuss three aspects: 

• General economic consequences of online privacy 
protection 

• Cost of governmental privacy protection regulation 
• Cost of self-regulated privacy protection 

General economic consequences of online 
privacy protection 

Lack of measures for privacy protection, inscrutability in 
collecting and using customers data or abuse of customer 
data could have following negative consequences for costs 
and turnovers of Internet companies: 

• Not realized returns: For many Internet users lack of 
trust in responsible usage of customer data by Internet 
companies contribute to avoid ordering online. In this 
case, the company cannot realize potential possible re-
turns. Especially for many companies in the e-
economy this is relevant because they have low vari-
able costs and high gross margins per customer order. 
The reason for this is that these companies have often 
high levels of fixed costs (e.g. by strong investments in 
hard- and software and marketing activities) and low 
marginal costs per customer order because of the scale-
ability of information technology systems (e.g. mar-
ginal costs for information commodities are zero 
(Shapiro, 1999)). Thus,  not realized customer orders 
have often more significant impact on Internet firms‘ 
profit-and-loss-account than to companies in the old 
economy. 

• Damage of companies‘ image: Abuse of customer data, 
be it factual unlawfully or in public perception only, 
can significantly damage companies image. This 
means turnover losses because of customer migration. 
For Internet companies a damaged image often be-
comes an obstacle for the acquisition of new custom-
ers. On fast growing markets, as many markets in the 
business-consumer-segment of electronic commerce, 
customer acquisition has higher significance than on 
traditional markets (Rosemann, 1999). Therefore, 
Internet companies have to compensate for the dam-
aged image through high marketing and public relation 

investments, resulting in higher costs per new customer 
acquisition. 

• Low stock market value: The abuse of personal data 
could result in a lower stock market value, as the Dou-
bleClick example shows: After the Federal Trade 
Commission confirmed an inquiry in February 2000, 
DoubleClick stock dropped 15.27% (Rodger, 2000a). 
A long-term low stock value will result in higher fi-
nancing costs for the Internet company, because inves-
tors will demand higher profits of capital stocks and is-
sues of new stocks will only be possible to lower 
prices. 

• Lower quality of market research results: Missing trust 
in online privacy protection tempt Internet users to 
make false statements regarding their personal data. 
Therefore customer databases of Internet companies 
are sometimes full of faulty or incomplete data. Using 
these databases for market- and customer segmenta-
tion, as it is intensively done in connection with cus-
tomer relationship management (Rosemann, 1999), end 
up in low quality segmentation approaches and there-
fore resulting in wrong or bad decisions about com-
pany activities. 

In contrast we can identify following positive basic conse-
quences of privacy protection: 

• Comparative competition profit: As shown above, 
Internet users demand for „opt-in“ privacy policies. An 
Internet company can have an advantage over its com-
petitors if it offers the opt-in option to its customers 
and is therefore able to satisfy customer needs better 
than the competitors (see e.g. (Porter, 1997, p. 153) for 
a more general view at the relation between customer 
preferences and competitive profits). This is much 
more relevant in electronic markets than in traditional 
markets as customers are able to find an alternative 
Internet company, which satisfies their needs better, 
with low transaction costs.   

• Higher customer retention rates: Customers confi-
dence in the company is a necessary condition for their 
loyalty. This is truer than ever on the Web, where busi-
ness is conducted at distance and uncertainties are big-
ger because of impersonality in business relations 
(Reichheld, 2000). Informing users about privacy pol-
icy and to offer them the opportunity for opt-in are 
fundamental requirements for users‘ trust and thus 
higher customer retention rates.  

• More returns per customer: “If customers do trust an 
online vendor, they are much more likely to share per-
sonal information.“ (Reichheld, 2000, p. 107) The ef-
fective use of this customer information allows Internet 
companies to offer customized products and services 
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(e.g. proactive service offerings) tailored to customers‘ 
individual preferences, which could generate higher re-
turns. 

Coming back to the last point, we will now discuss why the 
general use of personal customer information is exagger-
ated in e-commerce, though also in traditional markets 
many companies are about to implement an efficient cus-
tomer relationship management (CRM). Thus information 
systems are used to learn more about their customers with 
the aim to maximize the influenced differences between 
returns and costs during the customer life-cycle (Rose-
mann, 1999).  

Successful companies in e-commerce, like Amazon, Dell 
or AOL, use intensively customer information that enables 
them to build up close relationships with their customers. 
Reasons for this are: 

• Easier to get information about customers: Customers 
in shops leave no record of their behaviour unless they 
buy something – and even then data are often not col-
lected or , if retrieved, are sketchy. In virtual shops cus-
tomers have to give up anonymity because products 
must be delivered to them or because anonymous pay-
ment methods, like digital cash, are not accepted.  In 
some marketplaces of e-commerce (e.g. marketplaces 
using auctions as bargaining model) Internet users have 
to give up anonymity just before participating. 

• High outlays for acquiring customers: Especially Web 
companies often have outlays to acquire customers that 
are considerably higher than for companies in the old 
economy. Pure-play Internet retailers, for example, 
have 20% to 40% higher new customer costs than tra-
ditional retailers (Reichheld, 2000). For many start-up 
Web companies with sometimes complete new busi-
ness models it is necessary to acquire many customers 
just after starting business because they must fear 
competitors quickly entry into this new market. Other 
Internet companies, especially portals or navigation 
companies (see Evans, 1999), try to acquire high mar-
ket shares because they expect a market consolidation 
in the next future where only companies with high 
market shares will survive.  Therefore marketing and 
sales investments of these companies are sometimes 
higher than their turnovers, as the Lycos Europe exam-
ple shows. (Lycos Europe N.V. turnover in the fourth 
quartal period of the business year 1999/2000 was 15.7 
Mio. Euro whereas the sales and marketing costs were 
56 Mio. Euro (Lycos, 2000).) Thus, Web companies 
have to achieve their full sales potentials with each 
customer to recoup their initial acquisition investments. 
As a result, they try to gather much knowledge about 

their customers and to use it for selling more products 
and services, e.g. through cross-selling. 

• Strengthening customer loyalty: Web companies can 
use information about customers to form a more inti-
mate relationship with them, offering customized 
products and services, which in turn strengthens cus-
tomer loyalty (Reichheld, 2000). Since in most Web 
businesses the break-even for customer profit is two to 
three years, building long-term relationships is an im-
portant strategy of successful Internet companies. 

After this general discussion about economic consequences 
of the use of information about Internet users, we now 
analyse costs of privacy protection. By doing this, we will 
not examine implementation costs more closely, i.e. costs 
for implementing the privacy protection norms of self-
regulation or governmental regulation (e.g. investments in 
security technologies or software solutions like P3P). Nev-
ertheless, a full economic analysis of e-privacy will have to 
include implementation costs. 

Cost of governmental privacy protection 
regulation 

Hoeren (Hoeren, 2000) distinguishes three kinds of regu-
lated privacy protection costs: 

• Definition costs: These are costs for the establishment 
of national privacy protection norms. On one hand, 
these costs are indirectly financed through companies 
taxes. On the other hand, definition costs include ex-
penses for lobbyists, like business interest associations, 
which are financed through membership fees. 

• Monitoring costs: These are expenses for controlling 
the compliance with privacy protection norms. In case 
of governmental monitoring these costs are indirectly 
financed through taxes and directly financed in case of 
self-monitoring. 

• Enforcement costs: These are costs that are conse-
quences of norm violations, like damages, contractual 
penalties or costs on account of contract nullification. 

Quantification of these costs depends, especially for moni-
toring and enforcement costs, on the contents of national 
privacy protection laws (Hoeren, 2000). This concerns the 
amount of governmental norms as well as the responsibility 
for monitoring. For example, in Germany monitoring costs 
are high for organizations, because the German data protec-
tion law (BDSG, 1990) stipulates, that many companies 
have to nominate and to pay a data protection commis-
sioner (BDSG §36). In this case monitoring costs are com-
pletely shift on to the companies. 
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Enforcement costs could be higher for a company, if com-
petitors have the possibility of monitoring the compliance 
of data protection norms, because some data protection 
regulations are judged by their detrimental effects on com-
petition, and therefore non-compliance of data protection 
norms could also be a non-compliance with competition 
protection norms. 

Cost of self-regulated privacy protection 

Using the classification of costs from above, we will dem-
onstrate costs of self-regulation by means of an example. 
For this, we choose the privacy seal programme TRUSTe 
(http://www.truste.com). 

• Definition costs: Costs for the licensee arise from defi-
nition of „privacy statements“, from the explanation of 
the corporate privacy and security practices to the li-
censer, from the support of the certification and review 
process through the licenser and from the licence fee. 

• Monitoring costs: These are indirect costs because they 
are included in the licence fee. In privacy seal pro-
grammes the licenser is responsible for monitoring the 
privacy practices of the licensee. For this reason, the li-
censer encourage Internet users to announce to him li-
cense violations. 

• Enforcement costs:  In the USA non-compliance of 
published privacy policies could entail civil action 
against the company. Otherwise only in case of non-
compliance with national data protection norms en-
forcement costs could arise. TRUSTe’s only sanction is 
withdrawal of the privacy seal in such case, which may 
have extremely negative consequences for the licen-
see’s image with the above discussed economic results. 

Conclusion 
In this paper, we have studied the business-consumer seg-
ment of electronic commerce seen from the view of pri-
vacy protection of Internet users. Recent empirical studies 
and concrete examples show that e-privacy is important for 
successful e-commerce. 

Internet users are increasingly concerned about of technical 
and organizational corporate possibilities to collect and use 
sensitive user data. This development results in lower 
growth rate of online retailers‘ sales. Consumers use the 
Internet intensively for information purposes, but often 
they refrain from purchasing products or services online 
because they do not trust the way online companies will 
use their personal data. 

Thus, for Internet companies it becomes strategically im-
portant to analyse the impact of building trustworthy e-
commerce environments on their costs and returns. We 
have presented a first approach for a microeconomic analy-
sis of privacy protection.  In summary, we have shown that 
electronic privacy does not contradict electronic commerce 
a priori. We expect that companies, which makes their 
privacy policies transparent for Internet users and imple-
ment user control functions in their information systems for 
user’s consent in collection personal data, revocation of 
this consent and inspection and removing of stored per-
sonal data (in (Enzmann, 2000) a prototype implementation 
of user control functions is demonstrated), could gain com-
petition profits.  

Further research in this area is indicated to focus some of 
the above-mentioned topics, to treat it at a greater micro-
economic depth and to show consequences for the imple-
mentation and use of information systems.  
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